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Overview

The Workshare Protect Routing Agent is a transport hub agent that interfaces Exchange 
Server with Workshare Protect Server.

Protect Server is a legal data loss prevention (DLP) and metadata removal server. It 
enables organizations to define and enforce security policies preventing harmful metadata 
from leaking to the outside world. 

About Workshare Protect Routing Agent

The Routing Agent routes emails to Protect Server for processing before they are 
delivered to any recipients. This ensures that both internal and external recipients receive 
the same versions of attachments.

Only emails that match the following criteria are re-routed to Protect Server:

 At least one external recipient; and

 At least one non-image attachment; and

 Not already been cleaned by Protect Server; and

 (configurable) Not been processed by Workshare Protect or other cleaning 
software. This is determined by the presence of an email header.

The Routing Agent requires Exchange 2010, 2013 or 2016 servers that have the hub 
transport role.

What’s new in this release

In release 4.1, you can control whose emails get processed by adding their email 
addresses to a distribution list and specifying that distribution list in the Routing Agent. If 
you choose to do this, only emails that have been sent by a user from the distribution list 
will be processed by Protect Server.

This is also useful when new customers are testing Protect Server to start by processing 
only emails from a limited group of people.

This new functionality provides a centralised way of controlling whose emails get cleaned, 
and whose do not.

Note: Nested distribution group lists are not supported in this version of Workshare 
Protect Routing Agent.
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System Requirements

The Workshare Protect Routing Agent is an add-on to Microsoft Exchange Server. It is 
certified with the following:

 Microsoft Exchange 2010

 Microsoft Exchange 2013

 Microsoft Exchange 2016

Workshare Protect Server 3.8 (or above) must be reachable from (but not installed on) the 
Exchange server.

Note: The account used to install the Workshare Protect Routing Agent must have 
administrative rights in the top level domain to create an Exchange impersonation user 
account.

Upgrading

The Routing Agent can be upgraded to the latest version without having to uninstall the 
previous version.

Known Issues

There are no known issues in this release of the Workshare Protect Routing Agent.

Contact Info

For technical help and support on 
Workshare products, contact 
Workshare Customer Support:

support@workshare.com
EMEA: +44 207 539 1400
US: +1 415 590 7705

For sales enquiries, contact the Workshare 
Sales team:

sales@workshare.com
EMEA: +44 207 426 0000
US: +1 415 590 7700
APAC: +61 2 8220 8090
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© 2017. Workshare Ltd. All rights reserved.

Copyright
Workshare Professional and Workshare DeltaView are registered trademarks of Workshare Ltd. Workshare Compare, 
Workshare Protect, Workshare 3, Workshare DeltaServer, SafetyGain, and the Workshare logo are trademarks of 
Workshare Ltd. All other trademarks are those of their respective holders.

Trademarked names may appear throughout this guide. Instead of listing these here or inserting numerous trademark 
symbols, Workshare wishes to state categorically that no infringement of intellectual or other copyright is intended and 
that trademarks are used only for editorial purposes.

Disclaimer
The authors/publishers of this guide and any associated help material have used their best efforts to ensure accuracy 
and effectiveness. Due to the continuing nature of software development, it may be necessary to distribute updated help 
from time to time. The authors would like to assure users of their continued best efforts in supplying the most effective 
help material possible.

The authors/publishers, however, make no warranty of any kind, expressed or implied, with regard to Workshare 
programs or help material associated with them, including this guide. The authors/publishers shall not be liable in the 
event of incidental or consequential damages in connection with, or arising out of, the programs or associated help 
instructions.

For details of Workshare patents, see www.workshare.com/patents

Revisions
Published for Workshare Protect Routing Agent 4.0: 5/10/17
Revised for Workshare Protect Routing Agent 4.1: 16/11/17
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