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Introducing Workshare Protect Server

Chapter 1: Introducing Workshare
Protect Server

This chapter introduces Workshare Protect Server, providing an overview of how it works
as well as a summary of the key features and benefits. It includes the following sections:

What is Workshare Protect Server?, page 7, introduces Protect Server.

Workshare Protect Server Functionality, page 7, describes the different
functionality available with Protect Server.

Deployment Scenarios, page 12, describes typical deployments for Protect
Server.

System Requirements, page 13, describes the hardware and software
specifications for Protect Server.

Overview of Installation, page 15, outlines the steps required to set up and install
Protect Server in your environment.
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What is Workshare Protect Server?

Workshare Protect Server provides server-side metadata cleaning and document
processing. Protect Server processes all emails passing through the corporate mail server,
including those that originate from webmail and mobile mail clients. In corporate email
scenarios, email is always routed through the corporate email server - and consequently
Protect Server - ensuring complete protection. By locating this processing effort on the
server, email send performance on the originating device is not impacted, and users are
not affected.

Protect Server is a mail gateway that removes metadata from Microsoft Office attachments
(Word, Excel and PowerPoint) as well as PDF attachments. It can also automatically
convert Microsoft Office attachments to PDF. A web application - the Workshare Protect
Server web console — is provided to enable administrators to configure which metadata
elements to remove and view a history of what was previously removed.

Additionally, Protect Server can include the Policy Editor which provides a new policy
framework to determine whether an email should be sent or bounced. It provides for
control at the matter level through policies that associate email whitelists with matter-IDs.

Workshare Protect Server Functionality

Workshare Protect Server can secure attachments before they are sent by cleaning them
of metadata or converting to PDF. Additionally, Protect Server can block emails and
prevent them from being sent at all. An overview of the functionality is provided in the
following sections.

Securing email attachments

Protect Server processes emails leaving an organization according to the profile applied to
the email. This processing could be cleaning the attachments by removing metadata from
them or converting the attachments to PDF, or both.

Where emails are sent to both internal and external recipients and the Workshare Protect
Routing Agent is not installed, the internal recipient will receive the unprocessed
document and the external recipient will receive a processed version. When the Protect
Routing Agent is installed, both internal recipients and external recipients will receive a
processed version.
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Protect Server processes Microsoft Office and PDF attachments. The following file formats

can be processed:

File format Cleans Converts to PDF or
PDF/A

Microsoft Word 97 or later (DOC, DOT, v v

DOCX, DOTX, DOCM, DOTM)

Microsoft Excel 97 or later (XLS, XLT, v v

XLSX, XLTX)

Microsoft PowerPoint 97 or later (PPT, POT, v v

PPTX, POTX)

RTF v v

Word 2003 XML v v

Open Document Text (both ODT 1.1 and v v

1.2 are cleaned, but files saved in ODT 1.1)

PDF v X

Protect Server processes the following types of attachments:

o Password-protected attachments (when the Workshare Protect Portal is installed).

Note: Protect Server does not process password-protected PowerPoint files.

e The contents of archive (ZIP) attachments.

 Attachments of embedded emails.

o Attachments to meeting requests and other Microsoft Exchange-specific features,

such as polls and forms.

Note: Protect Server does not process digitally signed documents or corrupt documents
and does not check the attachments of digitally signed emails.

Workshare Protect Routing Agent

With the installation of the Protect Routing Agent, Protect Server processes attachments of
emails that are sent to both internal and external recipients. When an email has a relevant
attachment and includes both external and internal recipients, the Protect Routing Agent
will ensure that both the internal recipient and the external recipient receive the same

processed version of the attachment.

The installation and setup of the Protect Routing Agent is described in the Workshare

Protect Routing Agent Admin Guide.
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Profiles determine cleaning and conversion

Profiles specify what metadata to remove from an email attachment and whether to
convert the attachment to PDF. Every profile has an email address and this is how Protect
Server determines which profile to apply to any given email. When a sender adds the
email address of a profile as a recipient in an email then this profile will be used to process
the email.

When a sender does not specify a profile email address in an email, the following occurs:

» If you have enabled the Active Directory cache feature, then Protect Server will
look to see what AD group the sender belongs to and apply whichever profile you
have defined for that group. If no profile has been defined for the group, then
Protect Server will apply whichever profile you defined as the Default profile.

« If you have not enabled the Active Directory cache feature, then Protect Server will
apply whichever profile you have defined as the Default profile.

If the sender specifies more than one profile email address in an email, then Protect
Server will apply whichever profile you have defined as the Fallback profile.

Users allocated an Administrator role can create and manage multiple metadata
cleaning/PDF conversion profiles. Configuring profiles is described in the Workshare
Protect Server Metadata Removal guide.

Rule-based email blocking

Protect Server can prevent emails from being sent, based on business rules. The decision
to block emails is driven by policies configured in the Protect Server Policy Editor. The
Policy Editor provides for control at the matter level through policies that associate email
groups with client engagements.

Policies determine access

You can set a policy that tells Protect Server to look for specific custom properties in the
email attachments together with specific email addresses. If found, the email will be
bounced.

The Policy Editor supports both whitelisting and blacklisting with policies that ensure
access to certain information is to pre-approved recipients only as well as policies that
ensure certain documents are never sent to untrustworthy recipients.

This granular approach to policies ensures confidential files pertaining to confidential
matters are not accidentally sent to the wrong people.

This functionality can be enabled during or after installation. Configuring policies is
described in the Workshare Protect Server Email Data Loss Prevention guide.
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Additional functionality

Additional functionality can be configured on the Protect Server web console.

Clean reports for senders

Senders receive a clean receipt email with a Clean Report PDF attached providing
details of the exact metadata cleaned from the document. The clean receipt email

can also include the original email and the processed attachments. Administrators
configure clean receipts on the Protect Server web console.

Bouncing emails

Protect Server can be configured to prevent emails with attachments that include
comments or track changes or that cannot be processed from being delivered.
There are several reasons why Protect Server may not be able to process an
attachment. For example, the attachment may be corrupt or digitally signed. When
Protect Server is configured this way, it bounces the email back to the sender with
a non-delivery report. Administrators configure which emails to bounce on the
Protect Server web console.

Preview functionality for senders

Protect Server provides previews of the cleaned/converted attachments to the
sender. The sender can request a preview of what the processed attachments will
look like before sending them to the recipients. This is done by sending an email to
a profile email address only. Protect Server will treat such an email as a preview
request and send the processed attachments back to the sender.

Synchronization

You can configure synchronization so that where any email attachment is
processed by Protect Server, the original copy of the email found in the sender’s
“Sent Iltems” folder will be updated with the processed attachments. This update
occurs for email destined for external recipients only as well as emails destined for
both internal and external recipients.

Additionally, to ensure that internal recipients always have access to the same
version of attachments that are received by external recipients, where emails are
sent internally and externally, the internal recipients can receive a clean receipt
with the processed attachment included.

10
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Web console for configuration

The functionality available in the Protect Server web console depends on the type of user:

o Users allocated an Administrator role can do the following:

o

View information about the performance and current health of Protect Server.
For example, whether Protect Server services are up and running, whether the
database is connected, whether the Protect Server license is expired and
details of any emails queued on Protect Server.

Search through all emails processed by Protect Server.

Configure profiles.

Define policies (when the Policy Editor is enabled)

Specify Protect Server configuration settings, such as whether clean reports

should be sent, how to override cleaning settings as well as configuring alert
settings and email templates.

e Users allocated a Business role can do the following:

o

Access detailed statistics on the activities of Protect Server. For example, how
many emails were processed using each profile and how many emails were
processed in Microsoft Word format.

Search through and view emails that they themselves have sent through
Protect Server. They cannot search or view emails sent by other users.

View profiles configured for Protect Server. They cannot create new profiles or
modify or delete existing profiles.

e Users allocated a User role can do the following:

[u}

o

Search through and view emails that they themselves have sent through
Protect Server. They cannot search or view emails sent by other users.

View profiles configured for Protect Server. They cannot create new profiles or
modify or delete existing profiles.

Note: Roles are allocated during installation.

11
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Deployment Scenarios

Workshare Protect Server will typically be deployed as follows within an organization. This
diagram shows Protect Server delivering email to a third-party gateway but Protect Server

can also do final delivery.

X Exchange

Email from Server
desktop/mobile/web

L1 j

(]

SMTP

Load-balanced
Protect Server

(o

In brief, the flow is as follows:
1. Email sent to the corporate mail server.

2. If the recipient is external to the organization, the corporate mail server relays the
email to Protect Server. Protect Server removes metadata from any attachments

and converts to PDF according to profile.

Note: Optionally, Protect Server can send a clean receipt to the sender of the
email via the corporate mail server to confirm processing.

3. Protect Server delivers the email to a third-party mail gateway (such as MimeCast
or MessagelLabs) which will deliver the email.

Note: Optionally, Protect Server can do final delivery of the email.

12
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System Requirements

Workshare Protect Server is designed to run on both entry level and enterprise scale
servers. Recommended specifications are given below:

Hardware

CPU 64-bit architecture-based computer with Intel or AMD processor
Memory 8GB RAM (12GB RAM for Windows Server 2012)
Storage 1GB free disk space for installation

Networking Gigabit Ethernet Controller

Supported operating systems
o Microsoft Windows Server 2016 Standard/Datacenter x64 Edition (recommended)
o Microsoft Windows Server 2012 R2 Standard/Datacenter x64 Edition

Note: It is recommended that you upgrade the server to the latest service pack.

Certified email systems
Protect Server is certified with Microsoft Exchange 2010, 2013 and 2016.

Prerequisites

The following software must be installed prior to the installation of Protect Server. The first
three are installed automatically by running the scripts provided by Workshare, described
in Configuring Prerequisites.

o Application Server and Web Server (11S) Roles configured on Microsoft Windows
Server.

o Microsoft IIS (Internet Information Services) 7.5, 8.0 or 8.5 with virtual SMTP
service installed

e Microsoft Message Queue
o Microsoft SQL Server 2012, 2014 or 2016 with Full Text Search

Note: If Protect Server is to be configured to run with a remote SQL database, ensure
that both machines (Protect Server and Microsoft SQL Server) are on the same domain
and that the credentials used to configure SQL are sufficient to authenticate against the
domain controller.

13
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The following software is required but if it has not been pre-installed, it will be installed
during the installation of Protect Server by the Workshare.ProtectServer.InstallWizard.exe.

Microsoft .NET Framework 4.5.2 or higher

Windows Visual C++ 2008 SP1 Redistributable Package (x86/x64)
Windows Visual C++ 2005 SP1 Redistributable Package (x86/x64)
Microsoft SQL Server Compact 4.0 (x64)

IIS URL Rewrite Module 2

Virtual environments

Protect Server is supported in virtual environments. Workshare makes extensive use of
virtual environments in the testing, development and support of Protect Server. Workshare
is not aware of any issues with Protect Server running in a virtual environment.

Database implications

Assuming that no emails are stored in the database and that on average an email has one
attachment, the following guidelines apply:

Sending 10,000 emails a day and assuming 15% of those emails include metadata
will add approximately 5.3MB of data to your database per day.

Sending 50,000 emails a day and assuming 15% of those emails include metadata
will add approximately 26.94MB of data to your database per day.

Sending 100,000 emails a day and assuming 15% of those emails include
metadata will add approximately 53.89MB of data to your database per day.

Sending 250,000 emails a day and assuming 15% of those emails include
metadata will add approximately 134.72MB of data to your database per day.

Pre-deployment checklist

Refer to Appendix D: Pre-Deployment Checklist for a pre-deployment checklist that you
can complete, print out and reference during the installation.

14
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Overview of Installation

In brief, there are the steps required to set up and install Workshare Protect Server in your

environment:

Configure prerequisites

A

Create users and security
groups

A

Install Protect Server

A

Turn on message logging for

Windows SMTP service

A

Configure mail server

' '

Microsoft Exchange
Route email

+ Set permissions on
receive connector
Set email size limit

SMTP Relay

» Route emall

» Preserve Protect X-
headers

4 4

Set up synchronization *

A

Set up TLS security *

A

Configure fail close *

A

Install Workshare Routing
Agent *

* optional

15
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Chapter 2. Setting Up

This chapter describes how to configure your system to work with Workshare Protect
Server. It includes the following sections:

« Configuring Prerequisites, page 17, describes how Microsoft IIS and Microsoft
Message Queue should be configured to work with Protect Server.

o Creating Users and Security Groups, page 18, describes the security roles
implemented in Protect Server.

16
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Configuring Prerequisites

This section describes how Microsoft Windows Server should be configured to work with
Workshare Protect Server.

By running the scripts, described below, the following prerequisites are installed
automatically:

Application Server and Web Server (IIS) Roles configured on Microsoft Windows
Server.

Microsoft IIS (Internet Information Services) 7.5, 8.0 or 8.5 with virtual SMTP
service installed

Microsoft Message Queue

The following steps must be performed as a user with local administrator access.

Install the prerequisites as follows:

1.

o o k~ 0w b

Select the script most appropriate to your environment.
o For Windows 2016 — use “install-ps-prerequisites-win2016.ps1”
= For Windows 2012 R2 — use “install-ps-prerequisites-win2012.ps1”

These scripts can be downloaded from the Workshare knowledge base
http://workshare.force.com/knowledgebase/articles/Help_Articles/\WWorkshare-
Protect-Server-3-11-Installation-Guide1

Copy the script to your Protect Server machine.

Click Start.

Type “command”.

Right-click Command Prompt and select Run as administrator.

Run the command below (assuming you copied the script to C:\psinstall).

@powershell -ExecutionPolicy Unrestricted —-Command
“C:\psinstall\install-ps-prerequisites-win2012.psl”

Note: The script can take some time to run.

17
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Runtime prerequisites

In addition, the following three redistributable packages need to be installed before
installation of Protect Server:

e Microsoft Visual C++ 2005 Service Pack 1 Redistributable Package ATL Security
Update

The executable file is downloaded by clicking this link:
http://download.microsoft.com/download/6/B/B/6BB661D6-A8AE-4819-B79F-
236472F6070C/vcredist_x86.exe

o Microsoft Visual C++ 2008 Service Pack 1 Redistributable Package ATL Security
Update

The executable file is downloaded by clicking this link:
http://download.microsoft.com/download/9/7/7/977B481A-7BA6-4E30-AC40-
ED51EB2028F2/vcredist_x86.exe

¢ |IS URL Rewrite Module 2

The executable file is downloaded by clicking this link:
http://download.microsoft.com/download/D/D/E/DDES7C26-C62C-4C59-A1BB-
31D58B36ADA2/rewrite_amd64_en-US.msi

Creating Users and Security Groups

Workshare Protect Server implements the following security roles:
e Processor role
e Business role
e Administrator role

o Userrole

Before starting the installation, you must prepare a list of users and security groups that
will be assigned during installation. A sample procedure is shown here.

Notes:

The Security Group Name can be specified using the NetBIOS domain format or fully
qualified name. For example, if the fully qualified domain name is “test.net” and the group
is “protectserver’, then the group must be specified as test\protectserver or
protectserver@test.net.

If a user changes user groups (roles), you must wait 20 minutes for IS to recycle the app
pool to clear out the caches credentials that IIS has kept.

18



http://download.microsoft.com/download/6/B/B/6BB661D6-A8AE-4819-B79F-236472F6070C/vcredist_x86.exe
http://download.microsoft.com/download/9/7/7/977B481A-7BA6-4E30-AC40-ED51EB2028F2/vcredist_x86.exe
http://download.microsoft.com/download/D/D/E/DDE57C26-C62C-4C59-A1BB-31D58B36ADA2/rewrite_amd64_en-US.msi

Setting Up

Processor role

This role will allow the audit service to write results of the inspecting and/or cleaning of
emails to the database.

It will also retrieve the latest versions of profiles that will be used to control the inspecting
and/or cleaning of emails. These profiles will synchronize on a regular basis. The
synchronization is every one minute or when the profile service receives an instruction
from the web site to synchronize the profile cache.

If the database is local to the Protect Server installation then the Processor role can be the
Local System account. If the database is remote then the Processor role needs to be a
Windows domain account. This account does not need to be special, just to be able to
log on to the machine where Protect Server is installed.

This user needs the ‘Log on as a Service’ privilege on the machine that the Protect Server
Audit/Profile Services will run on. The installer will automatically assign this privilege to the
user.

Note: It is recommended that a new user account is created for the Processor role and
this user has the password never expired option selected and the User must change
password at next logon option NOT selected.

Business role

This role will allow all business users to view reports, any results details, the profile used
against the results and the current profiles in use. If the user is part of the Windows
domain then they will be able to view and search their own email results.

The Business role has to be assigned a Windows domain security group.

Administrator role

This role will allow administrators to monitor system status, add, edit or remove existing
profiles as well as configure settings, such as bounce, alert and override settings. The
administrator user will be able to search any email results. If the user is part of the
Windows domain then they will be able to see their own email results as well.

The Administrator role has to be assigned a Windows domain security group.

User role

This role will allow users to view the current profiles in use. If the user is part of the
Windows domain then they will be able to view and search their own email results.

The User role has to be assigned a Windows domain security group.

19
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Sample procedure

The following procedure describes how to create users, then create a security group and
add the users as members. This group can then be assigned during the installation of

Protect Server.

To create a user:

1. Open Active Directory Users & Computers.

2. Right-click the Users OU and select New and then User.

& Createin: WSBETANET/WSBETA/Users

First name: |PS | Initials:

Last name: | User

Full name: |PS User

User logon name:

|ps_user | | @WSBETANET

User logon name (pre-Windows 2000):

|WSBE1‘A\ | |p5_user

| < Back “ Next =

20
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3. Enter a name for your user and a logon name. Click Next.

& Createin:  WSBETA.NET/WSBETA/Users

Password: |oooooooooo

Confirm password: Ioooooooooo

[] User must change password at next logon

[] User cannet change password

[w]iPassword never expires

[] Account is disabled

4. Enter the password for the user and select that the password never expires. Click

Next.

& Createin: WSBETA.NET/WSBETA/Users

When you click Finish, the following object will be created:

Full name: PS User

User logon name: ps_users@WSBETA NET

The password never expires.

5. Click Finish. Now create a group.

21
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To create a group:
1. Open Active Directory Users & Computers.

2. Right-click the Users OU and select New and then Group.

a Createin: WSBETA.NET/WSBETA/Groups

Group name:
| PS Users|

Group name (pre-Windows 2000):
| PS Users

Group scope Group type

() Domain local (®) Security
(®) Global ) Distribution
() Universal

3. Enter a name for your group, such as “PS Users” and select Global as the Group
scope and Security as the Group type.

4. Click OK.
5. Double-click the newly created group. The group Properties dialog is displayed.

22
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6. Select the Members tab and click Add.

PS Users Properties 2] x |

Select this object type:
| Users, Service Accounts, Groups, or Other objects

From this location:
|WSBETA.NET

Enter the object names to select (=xamples):
PS User (ps user@WSBETAN

| oK || Cancal || ooy |

7. Search for the users you want to be User role users and add them to the group.

23
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Chapter 3: Installing

This chapter describes how to configure your system to work with Workshare Protect
Server. It includes the following sections:

« Installing Workshare Protect Server, page 25, describes how to install Protect
Server using the install wizard.

« Turning on Email Message Logging, page 50, describes how to turn on logging
of messages for the Windows SMTP service.

o Access to the Workshare Protect Server Web Console, page 53, describes how
to access the Protect Server web console where you configure what metadata
should be removed from email attachments as well as other useful configuration
settings, such as whether clean reports should be sent.

« Licensing, page 55, describes how to license Protect Server.

24
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Installing Workshare Protect Server

This section describes how to install Workshare Protect Server in the simplest state — a
final delivery “Protect Server” with SQL, SMTP and the Protect Server configured on a
single machine.

In order for Protect Server to remove metadata from email attachments, your corporate
mail server (or servers) should be modified to send emails to Protect Server for relay or to
perform final delivery. Protect Server leverages the Windows SMTP server to process
emails. The Windows SMTP server receives emails which are then processed by Protect
Server. After processing by Protect Server, the Windows SMTP server will deliver the
email or forward to it to the next server (relay). In both cases you need to set up Protect
Server to accept incoming email from your corporate mail servers. You do this during the
installation process.

The following procedure includes the Workshare Protect Portal in the installation so that
Protect Server will be able to process password-protected documents. The Protect Portal
provides a separate website for email senders to log in and provide passwords. You can
install the portal at any time — Protect Server knows when it is installed, and when it is not.
There is no configuration required on the Protect Server side.

Note: The Protect Portal is optional. If you do not want password-protected attachments
to be cleaned or converted to PDF, don't install it. If you do install it and you would like it
fo be accessible to users outside your firewall, you will need to allow access to the
Protect Portal through your firewall.

The Policy Editor is an add-on to Protect Server and has a separate installation file which
is installed at any time after Protect Server is installed.

Before starting the installation, refer to Creating Users and Security Groups and prepare a
list of users and security groups that will be assigned during installation.
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To install Protect Server:

1. Download and run Workshare.ProtectServer.InstallWizard.exe.

Welcome to the Workshare Installer

This is the Workshare Installation Wizard. It is strongly recommended
that you exit all Windows programs before running this setup program.

Click "Mext to continue.
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2. Click Next to show the prerequisites that need to be installed with Protect Server
and Protect Portal.

Please select the modules that you wish to install:

[#] workshare Protect Server
[#] Workshare Protect Portal

The selected modules require the following prereguisites:
Workshare Protect Server Installation (x64)

3. Ensure the Workshare Protect Server checkbox is selected (it should be by
default). If you want Protect Server to process password-protected documents, you
must also select to install the Workshare Protect Portal. Any required
prerequisites are listed. Click Next.

Note: The Protect Portal installation follows automatically after the Protect Server
installation and is described in Installing Workshare Protect Portal.

Download Installation Components? ¥ 1

Setup must contact an Internet server to cheds for updates and download
required installation components. Do you want to continue?

4. If prompted to download components from the internet, select Yes. The required
prerequisites will be downloaded and installed.
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5. Once the prerequisites are installed, the Protect Server install begins and the

Welcome page is displayed.

Workshare

Welcome to the Workshare
Protect Server Install Wizard

The Workshare Install Wizard will install Protect
Server on your computer.

To continue, click Next.

o] [
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6. Click Next.

End-User License Agreement

Please read the following license agreement carefully. PROTECT SERVER

WORKSHARE COMMERCIAL CLICK-THROUGH AGREEMENT

THIS WORKSHARE COMMERCIAL CLICK-THROUGH AGREEMENT (THIS
“AGREEMENT") 1S BETWEEN WORKSHARE INC OF 625 MARKET STREET, 15TH
FLOOR, SAN FRANCISCO, CA 94105 ("WORKSHARE") AND YOU. IF YOU ARE
ENTERING INTO THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER
ENTITY, YOU REPRESENT THAT YOU ARE THE EMPLOYEE OR AGENT OF SUCH
COMPANY (OR OTHER ENTITY) AND YOU HAVE THE AUTHORITY TO ENTER
INTO THIS AGREEMENT ON BEHALF OF SUCH COMPANY (OR OTHER ENTITY).

BY INSTALLING THIS PRODUCT, YOU ACKNOWLEDGE AND AGREE THAT YOU

(®) | accept the terms in the License Agreement

() | do not accept the terms in the License Agreement

Workshare
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7. Agree to the terms in the EULA and click Next. The Required server roles and
features page is displayed.

Required server roles and features Workshare

PROTECT SERVER

Server role or feature Install state
Message Queuing

Web Server role

Web Server role service

1IS 6 Management Compatibility

1IS 6 Metabase Compatibility

1IS 6 WMI Compatibility

Application Development role service

SMTP Server feature

Please install all the roles and features above to continue.

Workshare

[ <Back || teco | [ Concel |

8. Click Validate and wait until all features are validated.
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9. Click Next. The Protect Server Processor Role page is displayed.

Protect Server Processor Role Workshare

Assign Domain User PROTECT SERVER

The Processor Role controls the writing of email results to the database. This role is used to
control the Workshare Protect services. The processor user should be a domain user account
eg: DOMAIN processorlJser

User Name |wsbeta\ps _processor

Password |"‘"‘“"‘“|

10. Enter a domain user and password for this role.

Tip! It is recommended that you create a new user for the Processor role as this
account will have read/write access to the Protect Server database.
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11. Click Next. The Protect Server Web Site Roles page is displayed.

Protect Server Web Site Roles Workshare
Assign Domain Security Group(s) PROTECT SERVER

Administrator Role

The Administrator Role will be can modify Profiles and Protect Server settings. This role can view
all areas of Protect Server. Addtionally this role can view logs of all emails in the system. Please
select a domain security group to control this access.

Domain Security Group ~ [wsbeta\PS Administrators

Business Role

The Business Role will be able to view reports, profiles and emails they sent. Please select a
domain security group to control this access.

Domain Security Group | wsbeta\PS Business Users|

12. Specify the security group for the Administrator role and Business role. You must
enter domain security groups and the domain has to be specified as well, for
example, wsdemo\ProtectServerAdministrator.
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13. Click Next. The Protect Server User Role page is displayed.

Protect Server User Role
Specify an Active Directory Security Group

The User Role will allow a group of users to access the web site and be able to view their own
emails. A domain security group must be provided.

Domain Security Group [wsbeta\PS Users|

14. Specify the security group for the User role. You must enter a domain security
group and the domain has to be specified as well, for example,
wsdemo\ProtectServerUser.
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15. Click Next. The Database configuration page is displayed.

Database configuration Workshare

Specify connection settings to a database instance for Protect Server PROTECT SERVER

Database Server Name [\Instance] Idocal)
Database Name (Catalog) |Protect ServerDatal

This is the user credential required to create the database schema for Protect Server.
Leave blank to use trusted connection (recommended).

User Name |
Password I

16. In the Database Server Name field, enter the name of the SQL server. A
hostname may be used or an instance name, for example (local\SQLExpress.

Note: If your SQL server is not using the default port (1433), please specify the
port number after the name in the Database Server Name field using the
following format: <server name>,<port number>.

17. In the Database Name field, enter the name of the database to be created, for
example, ProtectServerData. It is recommended not to mix numbers and
characters in the database name.

18. In the User Name and Password fields, enter the user credentials required to
access the database. It is recommended to leave these fields blank and use the

trusted connection.

Note: It is recommended that the user installing Protect Server is not a member of
any other security groups. This is because if one of the other security groups is
dropped for any reason, the installer user will not be able to access the database.
When the installer user attempts to access the SQL database, the SQL database
will authenticate the user against all the security groups to which the user belongs.
If there is even one authentication failure, then access is denied.
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19. Click Next. The SQL Database Validation page is displayed.
20. Click Test Database.

SQAL Database Validation Workshare

Validate the database server features and pemissions PROTECT SEAVER

Database Feature Information
@ Database Server Check <Review:
@ Processor Role Check <Review>
(+) Business Role Check <Review>
(+¥) Administrator Role Check <Review>
() User Role Check <Review>
() Installer Check <Review>

@ Database Features Check <Review:
@ Upgrade Check <Review:>
MetBIOS Name Check <Review:

Note: You can click the Review link to get more information about any of the tests.
The Next button is only enabled when the tests are passed.
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21. Click Next. The Email delivery settings page is displayed.

Email delivery settings

SMTP and email delivery settings PROTECT SERVER

Hostname of the comporate email server:

Smart host, empty if this instance is to do final delivery

Email address to send notifications from
|donotreply@workshareprotect com

22.In the Hostname of the corporate email server field, enter the name of the mail
server forwarding email to Protect Server. You can enter an IP address or fully
qualified domain name (FQDN).

23. If required, in the Smart host field, enter the name of a final delivery server. Leave
this field blank if Protect Server is to do final delivery.

24. In the Email address to send notifications from field, enter a valid email address
to be used for sending out alerts and clean receipts. Ensure that your corporate
email server can receive and deliver emails from this email address and will not
label it as spam.
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25. Click Next. The Protect Server API page is displayed.

Protect Server API
Select features to install

[] Protect Server AP

[#] Protect Server AP| Sample Application

26. If required, select to install the Protect Server APl and sample application.
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27. Click Next. The Ready to Install page is displayed.

dmndodz ol Workshare

The Waorkshare Install Wizard is ready to begin the installation. FROTECT SERVER

Click Install to begin the installation. f you want to review or change any of your
installation settings, click Back. Click Cancel to exit the wizard.

28. Click Next. Protect Server is installed. Once installation is complete, the Protect
Portal installation begins (see following section).

Installing Workshare Protect Portal

When you select to install the Protect Portal, the installation wizard automatically begins
once Protect Server is installed. Once the Installation Wizard has loaded, the welcome
screen is displayed, providing an opportunity to import an answer file from a previous
installation.

Note: If you have previously installed the Protect Portal and saved the settings in an
answer file, you can browse to the saved file and re-use the settings.
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1. Click Install.

Wl SQL Server Configuration
SQL Server Configuration
SMTP Configuration Data Source  (local)

Notification Settings

4 . i Catalog Name ProtectPortalData
Email Retention Settings
Settings Validation Collation

Installation

Installation Complete r Administrator Credentials

(® Use Windows Authentication

() Use SQL Server Authentication
User ID wsbeta \ ps_admin

Password eessssssse

r Processor Credentials

® Use Windows Authentication
User ID wsbeta \  ps_processor

Password eesessssses

2. Specify your database settings here. Use “ProtectPortalData” as the catalog name.
If Collation is left blank, the default database collation is used.

3. Enter the logon credentials for the database administrator. This user should have
sysadmin rights. These credentials are used during install ony.
If the database administrator is an SQL user:
= Select Use SQL Server Authentication.
= Enter the user name in the text box to the right of the \ symbol.
= Enter the user password in the Password field.

If the database administrator is a Windows user:

= Select Use Windows Authentication.

o Enter the domain name of the user in the text box between User ID and \.
o Enter the user name in the text box to the right of the \ symbol.

o Enter the user password in the Password field.

Note: It is necessary to enter the windows credentials even if you are currently
logged in as this user.
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4. Enter the logon credentials for the processor user. For security reasons, the
processor user must not be the same user as the administrator user.
If the processor user is an SQL user:
= Select Use SQL Server Authentication.
= Enter the user name in the text box to the right of the \ symbol.
= Enter the user password in the password field.

Note: If this user doesn’t presently exist, the user is created and given the
minimum required permissions to access the Protect Server database only.

If the processor user is a Windows user:

= Select Use Windows Authentication.

o Enter the domain name of the user in the text box between User ID and \.

o Enter the user name in the text box to the right of the \ symbol.

The processor user must be a pre-existing Windows user. If the user does not
presently have permissions on the SQL Database, a logon will be created and the

user shall be given the minimum required permissions to access the Protect Server
database only.

5. Click Next.

Welcome SMTP Settings

SQL Server Configuration

SMTP Configuration These settings control how Protect Portal relays emails to Protect Server to complete mail processing

Notification Settings Use TLS for connections to Protect Server

Email Retention Settings
Settings Validation Username
Installation

Password
Installation Complete
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6. The Protect Portal uses the local SMTP server to send out notification emails and
must be given any relevant authentication details.

= If you have configured the local SMTP server to require TLS encryption, select
Use TLS for connections to Protect Server. See Setting TLS Security for
more details.

o If you have configured a username and password for the SMTPSVC service,
you may provide these here.

The settings you have set here may be changed post installation by editing a
configuration file. Refer to Protect Portal Configuration.

7. Click Next.

i Notification Settings

SQL Server Configuration

These settings determine the content of notification emails sent to senders in the event that emails are
delayed.

SMTP Configuration
Netification Settings
Email Retention Settings ~ Sender Workshare Protect Server

Settings Validation
. Sender Address  donotreply@workshareprotectserver.com
Installation

Installation Complete Protect Portal Url

Organization

When an attachment is password-protected, the sender will receive an email
notification alerting them that their email has not been sent and providing a link to a
form where they can enter the password. This page is where you configure that
email template.

8. In the Sender field, enter the display name for the sender of the notification email.

9. Inthe Sender Address field, enter the email address of the sender of the
notification email.
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10. In the Protect Portal Url field, enter the URL assigned to Protect Server, if there is
one. The link presented to the sender in the notification email will be
[protectportalurl])/protect-portal/...

For example, if https://protect-server.law-firm.com was set as the URL, the link
presented to the sender will be https://protect-server.law-firm.com/protect-portal/...

Notes: Any URL specified must be https.

If the Protect Portal Url field is left blank, the fully qualified domain name of the
machine is used.

To employ load balancing/high availability, administrators can set this URL to a
virtual address.

11. In the Organization field, specify the company name. This will be included in the
form displayed to the sender, for example, “[organization] is using Workshare
Protect Server to secure your emails...”

12. Click Next.

Welcome Email Retention Settings

SQL Server Configuration

" . ; These settings determine where the delayed emails are stored, and how long they are stored for.
SMTP Configuration

Notification Settings File Location III
Email Retention Settings

Settings Validation Delete emails after 60  minutes
Installation
Installation Complete Encryption Key

Emails and passwords will be encrypted using the following key.
This key should be identical across all installations.

All emails awaiting input (passwords) from the senders are stored locally on
Protect Server as encrypted files. The Email Retention Settings specify how and
where these emails are stored.
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13. In the File Location field, select an existing folder or create a new one to store the
emails being held for processing. Each Protect Portal instance should point to the
same location. A network file store is recommended.

14.By default, all files being held are deleted after 60 minutes. You can configure this
as low as 5 minutes, or as high as 5 days (7,200 minutes).

15. Enter the encryption key used throughout your installation of Protect Server. The
files being stored are encrypted using an encryption key and this key needs to be
generated for encryption to work. For a set up with multiple Protect Servers with
Protect Portal, this encryption key needs to be generated for the first installation
and then re-used for all subsequent Protect Servers. If an answer file is used, then
there is no additional need to remember or store this encryption key.

16. Click Next.
17. Click Validate in the Settings Validation page.

& Setup =|a] x

Settings Validation

v Database Configuration

Required database fields have been provided
Administrator can connect to database
Administrator has required database permissions
Processor can connect to database
Database collation can be set

No value provided, using SQL Server default

Settings Validation

LR S SR SR N

Installation

Installation Complete

¥ Notification Settings

+ Sender address is a valid mail address
v Protect Portal URL is a valid https URL, or blank
+ QOrganization has been supplied

v Email Retention Settings

« Processor user requires read, write, and list directories privileges to the file location
v Email expiry must be no less than 5 minutes and no greater than 5 days.
+ 256 bit encryption key has been provided
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18. Once all the settings are validated, click Next. The Protect Portal is installed.

Welcome Installation Complete

SQL Server Configuration

SMTP Configuration | Show Answer File in Explorer_|

Notification Settings
Email Retention Settings
Settings Validation
Installation

Installation Complete

19. Once the installation is complete, you can display and save an answer file
containing the answers provided during this installation. Clicking on the link will
open an Explorer window at the location of the file.

In case you are setting up multiple Protect Servers, this answer file can be used
during set up for subsequent installations.
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20. Click Exit.

(=) Workshare

Installing your selected compenents. This will take a few minutes.

Verifying Workshare Protect Server Installation (x64)
Verifying Workshare Protect Server

Verifying Workshare Protect Portal

Successfully downloaded requested padkages
Installing Workshare Protect Server Installation (x64)
Installing Workshare Protect Server

Installing Workshare Protect Portal

Successfully installed requested packages

Done

<]

21. Click Finish.

Protect Server and the Protect Portal are now installed. The Protect Server web console is
now also available. See Access to the Workshare Protect Server Web Console.
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Confirm 1IS SMTP relay entry

The portal installation will add 127.0.0.1 to the allowed relay server list. This allows Protect
Server to relay emails to itself when dealing with password-protected emails. Confirm that
127.0.0.1 has been added.

To check the relay server list:
1. Open IIS Manager.

2. Right click the SMTP Virtual Server you want to check the relay entry for and select
Properties.

3. Select the Access tab.

| General | Access | Messages | Delivery | LDAP Routing | Securty |

— Access control

Edit the authentication methods faor this
resource .

— Secure communication
A TLS certificate is found with expiration date: 15052015

™ Regquire TLS encryption

—Connection contral

Grart or deny access to this resouce using
|P addresses or Intemet domain names.

— Relay restrictions
Grart or deny pemissions to relay e-mail
thraugh this SMTP virtual server.
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4. Click Relay.

Relay Restrictions

Select which computer may relay through this virtual server:

* QOnly the list below
" All except the list below

Computers:
Access | IP Address (Mask) / Domain Name
@f Granted 10.90.4.20
[@f’ Grarted 127.0.0.1
Add... RHemove |

v Allow all computers which successfully authenticate to relay, regardless
of the list above.

oK | T Help

5. 1f127.0.0.X does not appear in the list, click Add to add it.

Configuring multiple Workshare Protect Server
connections to a single database

In order to have multiple Protect Servers pointing to the same SQL server, run the
installation on each server that will host Protect Server. Select the same settings each

time. The installation will not update the database server unless there were any changes
to the security roles.
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Shutting down Workshare Protect Server

Protect Server may be started and shut down in the standard way (provided the services
are configured correctly) in Windows Services, as follows:

Required Services Service (recommended “startup type”)

Workshare Protect Server Active Directory | Required - Automatic (Delayed Start)
Cache Service

Workshare Protect Server License Service @ Required - Automatic (Delayed Start)

Workshare Protect Server Audit Service Required - Automatic (Delayed Start)

Workshare Protect Server Health Service | Required - Automatic (Delayed Start)

Workshare Protect Server Profile Service | Required - Automatic (Delayed Start)

Workshare Protect Server Mail Updater Required - Automatic (Delayed Start)

Service

[IS Admin Service Required (Automatic)
Simple Mail Transfer Protocol (SMTP) Required (Automatic)
SQL Server (MSSQLSERVER) Required (Automatic)
SQL Full-text Filter Daemon Launcher Required (Automatic)
(MSSQLSERVER)*

Note: *The Full Text search functionality of Workshare Protect Server requires that the
SQL Full-text Filter Daemon Launcher (MSSQLSERVER) service is running. This is
disabled by default.

Note: After install, the Workshare services all have a startup type of Automatic but after
a reboot the startup type becomes Automatic (Delayed Start).

Uninstalling Workshare Protect Server

The uninstalling of Protect Server will not automatically remove the SQL database so data
is still available.

When uninstalling Protect Server, ensure you complete the following steps:

Drop the Protect Server database.

Delete the Profiles and ADCache folders which can be found in
“C:\Users\<processor role>\AppData\Local\Workshare\Protect Server\[version].

Drop the Protect Server User Group login.

Drop the SMTP login if it is the hidden machine account. (This is when Protect
Server is installed on a different server then SQL.)
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o Change SMTP login default database to master if user is NT
AUTHORITY\SYSTEM. (This is when Protect Server is installed on the same
server as SQL.)

These steps must be completed otherwise any follow on installations may fail. The main
reason is that the default database assigned no longer exists.

Note: The installer user should NOT belong to the Protect Server User security group.
The reason is that if the installer user is not explicitly added to the SQL database, but
uses one of the security groups for example Administrators, and the Protect Server User
security group is Domain Users (not recommended). Then when the installer logs in they
are authenticated against both groups to make sure they are allowed access. If the
database that the Domain Users has set as default is dropped then when the installer
user logs in, it will fail, because the Domain Users default database no longer exists,
even if the Administrators does. A security failure will always trump a success. The
installer user may still be able to connect if the default database is explicitly set in the
connection.

Upgrading Workshare Protect Server

The latest version of Protect Server supports upgrades from previous versions back to
Protect Server 3.6. The upgrade process is automatic and running the new Protect Server
installation file will automatically uninstall the previous installation before running the new
Protect Server installer. The uninstall will preserve the Protect Server database and once
the new Protect Server installer runs it will upgrade the existing database preserving all
data therein. The following steps should be taken prior to the upgrade process.

Step 1: Backup the existing Workshare Protect Server database

It is recommended that you perform the backup at the latest possible time before the
upgrade procedure.

Step 2: Ensure install user requirements

For the upgrade/install, the install user will need to be logged into the Protect Server
machine as a DOMAIN user who:

o Is alocal administrator on the machine (in order to execute the installation itself)

o Is a user on the MSSQL server hosting the Protect Server database with the
sysadmin role

The version of Protect Portal included in the 3.11 release has been upgraded to 4.1. It is
recommended that when upgrading to 3.11, the Protect Portal is also upgraded to 4.1.
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Turning on Email Message Logging

In order to properly diagnose errors with messages processed by Workshare Protect
Server, logging of messages must be turned on for the Windows SMTP service. This
serves the same purpose as the Message Tracking feature of Microsoft Exchange and
allows you to track the processing of a message with greater granularity.

To enable the access log for a Windows SMTP Virtual Server

1. Open IIS Manager.

2. Right click the SMTP Virtual Server you want to enable an access log for and
select Properties.

Default SMTP Yirtual Server Properties 7=

eneral |.ﬁ.ccess| Messagesl Deliver_l,ll LOAF Fh:uutingl Seu:urit_l,ll

:'S% Default SMTP Yitual Server

IF address:
| [&ll Unazzigned] j Advanced...

[ Limit number of connections to;

il

Connection time-out [minutes]; 1

Active log format:

|'#/3C Extended Log File Format ~|  Properies... |
k. I Cancel | Apply | Help |

3. Check the Enable logging checkbox, and make sure W3C Extended Log File
Format is selected from the Active log format dropdown list.
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4. Click the Properties button.

Logging Properties ]

izeneral | Advanced I

—Mew log scheduls
£ Hourly
 Dally

" Unlirnited file size

£ when file size reaches:

19 = ME

[~ Use local time Far file naming and rollover

Log File directory:

| W IMNDOW S Syskem 32 LogFiles

Log File name: smkpSveliexyvmmdd. log

Browse, .. |

(] 4 I Cancel

Aoply |

Help |

5. Select an appropriate log schedule.

6. Select the Advanced tab.

Logging Properties

General  Advanced |

Extended logging options:

Tirme [ kime

Extended properties

- [w] Client IP Address {c-ip )

- [w] User Mame [ cs-username )

- [w] Service Mame [ s-sitename )

- [wf] Server Mame ( s-computername )
- [w] Server IP Address ( s-ip )

- [w] Server Port { s-port )

- [w] Method | cs-method 3

-~ [ URI Stem { cs-uri-stem )

- [w] URI Query [ cs-uri-query )

- [wf] Prokocol Skatus § sc-skatus )

- [w] Prokocol Substatus | sc-substatus )

e e = v — ' n

I I Cancel

apply

Help |
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7. Make sure the following checkboxes are selected:
o Date
= Time
o Client IP Address
= User Name
= Service Name
o Server Name
o Server I[P Address
o Server Port
= Method
= URI Query
= Protocol Status
o Protocol Substatus
o Win32 Status
o Bytes Sent
= Bytes Received
o Time Taken

8. Click OK and then OK again to save the settings.

The output of the log file will be in the C:\WINDOWS\system32\LogFiles\SMTPSVC*
folder, and will look like the following:

#Fieldz: -date-time - c-ip-cz-username

3% ename - 2 - compUt ername - z-3p-3-port -cz-method ¢ s-uri-query -

satus-se-win32 -se-bytes-co-bytes-ti 9

2009-99-21 -
2009-09-21 -
2009-09-21 -
2009-09-21-21:
2009-99-21-21:
2009-09-21-21:

-sfl-des-02-STPSICL-
~=fl-de-02-STPSUCL-
-=fl-de-02-STPSVCL-
-=fl-dev-02-STPSVCL-
-sfl-dev-02-STPSVCL-

=fl-dev-02-STPSVCL-

.110-0 -EHLO -+=fl-d ¢, -02-250 -0 -193-15-09

L1100 JRIL -+FRO: (jeramy@.zdey .net) -250-0-41 - 26 -09

.110-0 -PCPT -+TO: :Jerun@ dev .net)>-250-0-29-3

-110-0 -RCPT -+TO: <j eremy .feli @orkshare. com - 23 -0-39-29 -09

21100 -DATL -+9570 1761 0 eafAI 207502500 cfO9bTI@=f1-de -0 2) -250-0-129 457600 - 703
1100 -QUIT -=fl-dev-02-240 -543-67-4-09

9

2009-09-21-21:42:15-10 .10 3. 2-0ut baundConnect 3onRezponz e~ 5 TPSUC1 - JERE!Y,

01..2des _net+ icro soferES TP LIL+Ser dce +l erzion:+6.0 . 370
09-21-21:42:15-10.10 . 3.2-Out boundConnect ionConmand - s-rp

3.2-0ut boundConnect3onRezponze- S

-2-0ut baundConnect onConmand - s-rvs»c; Jm

3.2-0ut boundConnect 3onRezponz e- S TPSIC1-JEREMY)

~3.2-0ut boundConnect 3onConmand -5 TPSVC 1 -JEREV Y\

_3.2-0ut boundConnectonRezponze- S TPSVCL - JERE! V)

3.2-0ut boundConnect 3onConmand - TPSVC 1 - JERE"

-25---22+1nl-de & ch-
o n,+21+Sepr009+22:42:15++0100+ -0 -0-124-0-125]
S -EHLO-j eremy vm. woder .net-0-0-4-0-125
5---250 - ]nl ~dev e ch- 01 zdes net+Hello+[10.0.14.110]-0-0-45-0-265)
.net) -9-0-4-0 -2659
de .net ... .Sender+0k-0-0-39-0-4379
-net) +HOTIFY=NEVER-0-0-4-0-4379
zdev.net+-0-0-27-0-5629
0-5629

2009-909-21-21
2009-09-21-21:
2009-09-21- 21 -
2009-909-21-21: -
2009-09-21-21:42:15-10.10 .0 .15 -OutboundCo nnectio nResponze - S TPSUCL -JERE
02 uk. ,ork-hare com ldcrozoferES TPH UIL+ Serdcerread +at+ on, + 21 +Sepr 009+22:42:15++0100 -0 -0 -106-0 - 253)
200 21 s 9 i S-

25 -BDAT - Jl"Q-w-vL sT-0
-+ 25---220+1nl-uk-htcaz-

15-OutboundCo nnect 3o nConmand - S TPSVC1 - JERE Y
15-0utboundCo nnectio nRez| h
~18-OutboundCo nnect 30 nConm: - VC1-JEREMYY
.18-OutboundCo nnectio nResponze- S TPSUCL - JEREVY
.15-OutboundCo nnectio nConmand -5 TPSVCL -JEREY)
15-OutboundCo nnectio nResponsze -5 TPSUCL-JERE
18-OutboundCo nnectio nCommand - S TPSVC1 - JERE™ Y
2-0ut boundConnectionResponse- S TPSUCL - JERETY!
2-0ut boundConnect3onConmand -5 TPSUC 1 -JERE"
2-0ut boundConnectionRezponze- S TPSVCL - JERI
2-0ut boundConnect3onConmand -5 TPSUC 1 - JERE"
2-0ut boundConnectionRezponze-STPSUCL - JERE
2-0ut boundConnect3onConmand -5 TPSUC L -JERE VY
.2-0uz boundConnectionResponse-STPSVCL-JERE"
.2-0ut boundConnectionCommand -5 TPSVC 1 - JERE
-15-OutboundCo nnectio nRezponze-S TPSICL -JERE
.15-OutboundCo nnect o nConmand - S TPSVC1 -JEREY)
.18-OutboundCo nnectio nResponse- S TPSUCL -JERE
.2-0ut boundConnectionResponse- S TPSVCL - JERI
-2-0ut boundConnectionCommand - S TPSUC 1 -JERE
.2-0Out boundConnectionRezponze- S TPSVCL - JERE

9-2053
are . comrello+[10.0.14.110]-0-0-56-0-30009
4-0-30009

09-30009
jerem; 213 @orkshare. com)+IOTIFY NEVER-0-0 -0 - 39009
25250421 S+Recipient+Ok-0-0-22-0- 39329
5-B0AT-457940+L 45T-0-0 -4-0-30329
5---250+2.6.0++ 9570176100 e3f 64297570 25b0 cF09 bTI@= L ~de 1 -02) +Queued+maileforrdeliver, -0 -0 51 -0-24375)
25-RSET-- -0-0-4-0 -24375)
--250+2.0 O+Rezetzing-0-0-19 -0-24515)
L-FRO: do-mot-reply@local) -0-0-4 -0 -24515)
.Sender+0k -0-0-41 -0 - 24658

2009-09-21-21:42:15-10 .10

2009-09-21-21:42:15-10 .10

2009-09-21-21:42:39-10 .10

2009-09-21-21:42:39-10 .10

2009-09-21-21:42:39-10.10.
21

WO 55558

2009-09-21-21:
2009-99-21-21:
2009-99-21-21:
2009-09-21-21:
2009-99-21-21:
2009-09-21-21:

25---250+2.6.0+ 957017 61&:7’648 7579 2560 ¢f89 bT9@=f1 -d e -0 2) +Queued+mailrforrdeliver, -0 -0 -39 -0 - 20407
5-QIT---0-0-4-0-20307

25---221+2.0 O+ Servicerclosing +tranamizziontc hannel-0 -0 -46-0 - 20563

25---250+2.6 0++ JERE' 'V V115, 541X 1 pF ! 300 0000043] eram; m .« sde. _net)+Quevad+mailiforsd elivery -0-0-54-0 - 69656
25-QUIT-- -0-0-4-0 -@656)

--25---221+2.0 0+1nl-deve ch-01 . zdev. Seruic evclozing izzi 1-0-0-71-0-87979

The log entries above are for a single mail passing through the product. The first 6 entries
indicate the reception of the email from the mail server or client mailer, and list the MAIL
FROM and RCPT TO commands. The following entries indicate the delivery of the mail to
the downstream mail server (in this case, final delivery was performed, so there are entries
for submission to both the wsdev.net and workshare.com mail servers).
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Accessing the Workshare Protect Server Web
Console

Using the Workshare Protect Server web console, you configure what metadata should be
removed from email attachments as well as other useful configuration settings, such as
licensing and whether clean reports should be sent. The Protect Server web console
supports the following browsers:

e Microsoft Internet Explorer
e Mozilla Firefox
e Google Chrome

To access the Protect Server web console:

1. Open a web browser and enter http://[URL to Protect Server] in the address bar.
During installation, the Protect Server URL is automatically generated in the format
http://localhost/Protect. The login page is displayed.

Note: You can change the Protect Server URL using IIS.

‘Windows Security ==
The server 10.10.9.69 at 10.10.9.69 requires a username and password,
Warning: This server is requesting that your username and password be

zent in an insecure manner (basic authentication without a secure
connection).

| Llser name |
| | Password |
|

[7] Remember my credentials

[ oK ] [ Cancel

2. Enter your login credentials and click OK. The Messages page of the Workshare
Protect Server web console is displayed.
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Overview of console tabs

The availability of tabs in the Protect Server web console depends on the type of user
accessing the console. During installation, Active Directory user groups are assigned to
the Protect Server roles and tab access in the Protect Server web console is determined
according to the role you have. The Protect Server roles are as follows:

o Administrator role users can access all tabs of the Protect Server web console
except for the Reports tab, so they can configure profiles and other Protect Server
settings, view system status information and search through all emails sent through
Protect Server.

» Business role users can access all tabs of the Protect Server web console except
for the Status and Settings tabs, so they can search through emails that they
themselves have sent through Protect Server, view statistics about the metadata
cleaned by Protect Server and view profiles configured on Protect Server. They
cannot search or view emails sent by other users and they cannot create new
profiles or modify or delete existing profiles.

o User role users can only access the Messages and Profiles tabs of the Protect
Server web console, so they can search through and view emails that they
themselves have sent through Protect Server and view profiles configured on
Protect Server. They cannot search or view emails sent by other users and they
cannot create new profiles or modify or delete existing profiles.

Status tab

Administrator role users can view the Status tab. This tab provides information about the
performance and current health of Protect Server. For example, the Status tab shows
whether Protect Server services are up and running, whether the database is connected,
whether the Protect Server license is expired and details of any emails queued on Protect
Server.

Reports tab

Business role users can view the Reports tab. This tab provides more detailed statistics
on the activities of Protect Server. For example, how many emails were processed using
each profile and how many emails were processed in Microsoft Word format.

Messages tab

All role users can view the Messages tab. However, the functionality differs, as follows:
o Administrator role users can search through all emails sent through Protect Server.

o Business and User role users can only search through and view emails that they
themselves have sent through Protect Server. They cannot search or view emails
sent by other users.
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Profiles tab

All role users can view the view the Profiles tab. This tab provides access to the profiles
configured on Protect Server. Administrator role users can add new profiles and edit or
delete existing profiles, however Business and User role users can only view existing
profiles.

Settings tab

Administrator role users can view the Settings tab. This tab provides access to Protect
Server configuration settings such as whether clean reports should be sent, how to
override cleaning settings as well as configuring alert settings and email templates. It also
provides access to the Policy Editor.

Licensing

After install, you must license Workshare Protect Server. Until you enter a valid license,
Protect Server will not clean any emails - they will simply be forwarded to your configured
smart host or delivered to the recipients.

Licensing is done using a .lic file.

To license Protect Server:
1. Log into the Protect Server web console (as an Administrator role user).
2. Select Settings.

3. Select Licensing. The status of your current license is displayed in the Current
License field.

Logged in as PROTECT\administrator
PROTECT SERVER

Status Reports Messages Profiles Settings
Override Licensing
Policy

Current License Status:

Bounce Valid
Receipts Expiry Date:

; Permanent
Email Templates
Alerts
Mail Updater Upload License File Update Protect Server with a new license file. License update will take effect immediately upon successful upload.
AD Cache Upload location:
About

Dg Workshare'

Version: 3.11.0.1000
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Click Browse and browse to the location of your saved license file.
Click Open.

Click Upload License File. The file is uploaded, a message is displayed across the
top of the screen and the status changed accordingly.

Renewing a license

When you renew your Protect Server license, you will need to upload a new license file via
the Protect Server web console in order to reflect the new subscription period. If the
existing license expires and a new license file is not uploaded then emails will either pass
through unprocessed or bounce back to the sender according to the Fail Close and
Bounce Functionality. If you have not received an updated license file and need one,
please contact the Workshare support team.

To renew your Protect Server license:

1.

2
3.
4
5

Log into the Protect Server web console (as an Administrator role user).
Select Settings and then Licensing.

Click Browse and browse to the location of your saved new license file.
Click Open.

Click Upload License File. The new file is uploaded.
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Chapter 4. Configuring the Mail
Server

This chapter describes how to configure your system to work with Workshare Protect
Server. It includes the following sections:

« Configuring your Corporate Mail Server, page 58, describes how to configure
your Microsoft Exchange server to route mail through Protect Server.

« Additional Administrative Tasks, page 86, describes other configuration tasks
you may need to complete, such as configuring the Windows SMTP Service
maximum message size.
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Configuring your Corporate Mail Server

After installing Workshare Protect Server, you must configure your corporate mail server to
relay mail to Protect Server. You must also allow Protect Server to send emails back
through your email server. This section describes how to configure Microsoft Exchange.

Protect Server has been certified against Microsoft Exchange 2010 SP3 to Microsoft
Exchange 2013 SP1 as well as Microsoft Exchange 2016 (RTM and CU4).

You should not configure an intermediate SMTP relay between Microsoft Exchange server
and Protect Server.

Microsoft Exchange 2016

The following procedure uses Microsoft Exchange 2016.

Note: A sample procedure using Microsoft Exchange 2010 SP3 is also provided.

To configure Microsoft Exchange 2016:
1. Log in to the Exchange admin center at https://localhost/ecp.
2. In the left panel, select Mail Flow.

3. Select Send Connectors across the top.
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4. Click the add ¥+ button.

new send connector

Create a Send connector.

There are four types of send connectors. Each connector has different permissions and
network settings. Learn more...

*Name:
" | Create a meaningful,
distinguishable name.
Type:
(® Custom (For example, to send mail to other non-Exchange servers)

O Intemal (For example, to send intranet mail)
O Internet (For example, to send internet mail)

O Partner (For example, to route mail to trusted third-party servers)

5. In the Name field, enter a name for the connector, for example, ProtectServer.
6. Leave the type as Custom.

7. Click Next.
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Select the Route mail through the smart hosts radio button and click the add
button.

e Send Connector - Internet Explorer = =] 2

new send connector

A send connector can route mail directly through DNS or redirect it to a smart host. Learn
more...

*Network settings:
Specify how to send mail with this connector.

O MX record associated with recipient domain
@® Route mail through smart hosts

Add smart host

Specify the smart host's fully qualified domain name (FQDN) or IPv4 address. .
*Example: myhost.contoso.com or 192.168.3.2 Spequ the f“")f A
|| qualified domain name.

‘ l Cancel

| ®I00% v

Enter the IP address or fully qualified domain name of Protect Server.
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10. Click Save. The smart host is added to the list.

new send connector

A send connector can route mail directly through DNS or redirect it to a smart host. Learn
more...

*Network settings:
Specify how to send mail with this connector.

O MX record associated with recipient domain
@® Route mail through smart hosts

+ -

SMART HOST \

10.309.73

[ Use the external DNS lookup settings on servers with transport roles

®00% v
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11. Click Next.

new send connector

Configure smart host authentication. Learn more...

Smart host authentication:
® None
O Basic authentication

[T] Offer basic authentication only after starting TLS
*User name:

*Password:

Note: all smart hosts must accept the same username and password.
O Exchange Server authentication
(@) Externally secured (for example, with IPsec)

Back ‘ l Next l I Cancel |

®I00% v

12. By default, Workshare Protect Server does not use authentication so there is no
need to change the settings. However, if you set up authentication of Protect
Server, you will need to configure authentication settings.

13. Click Next.
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14. Click the add button.

a Send Connector - Internet Explorer = [[=)]] 2

new send connector

A Send connector routes mail to a specified list of domains. These domains can be an SMTP
address space or a custom type. Learn more...

add domain

*Type:
[smre

*Full Qualified Domain Name (FQDN):

15. In the address field, enter * so that all addresses are routed through Protect Server.
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16.Click Save and click Next.

a8 Send Connector - Internet Explorer = || 28

new send connector

A send connector sends mail from a list of servers with transport roles or Edge Subscriptions.
Learn more...

VERSION

WIN-V572BQF776U KCWS3.com/Configuration/Sites/Defau..  Mailbox Version 15.1 (Buil...

1 selected of 1 total

17.Select the server and click OK.

18. Click Finish. A new send connector is created and a confirmation message is
displayed. All mail from this Microsoft Exchange server will now be routed through
Protect Server.
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Setting Permissions on Receive Connector — Exchange 2016

In order to allow Protect Server to send emails back through Microsoft Exchange, you
must create a new receive connector for Protect Server and specify access permissions.

To set permissions:
1. Log in to the Exchange admin center at https://localhost/ecp.
2. In the left panel, select Mail Flow.

3. Select Receive Connectors across the top.

4. Click the add T button.

new receive connector

This wizard will create a Receive connector.

There are five types of Receive connectors. Each connector has different permissions and
authentication methods. Learn more...

*Name: 1

| | Create a meaningful,
distinguishable name.

Server:

|WIN-V572BQF776U.KCWS3.com

Role:

®) Hub Transport
Frontend Transport
Type:
(® Custom (For example, to allow application relay)
QO Internal (For example, to receive intranet mail)
O Internet (For example, to receive internet mail)
(O Partner (For example, to route mail from trusted third-party servers)

QO Client (For example, to receive mail from non-Outlook clients)

Next I I Cancel

5. In the Name field, enter a name for the connector.

6. Leave the role as Hub Transport and the type as Custom.
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7. Click Next.

new receive connector

A Receive connector can bind to a particular network adapter. This is particularly useful for
servers that have multiple network adapters. Learn more...

*Network adapter bindings:
Specify the IP addresses and port of the network adapter to bind to the receive connector.
+ /-
IP ADDRESSES PORT ‘
(All available IPv4) 25

R0 -

8. Select any existing entries in the table and click the delete — button.
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9. Click the add button.

add IP address

*Address:

O Al available IPv4 addresses
O All available IPv6 addresses
® Specify an IPv4 address or an IPv6 address. Example: 10.5.3.2; 3d:5e:22:51::

10. Enter the IP address of Protect Server.
11. Click Save.
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12. Click Next.

new receive connector

A receive connector can accept mail from a range of IP addresses. Learn more...

*Remote network settings:
Receive mail from servers that have these remote IP addresses.

IP ADDRESSES ’

0.0.0.0-255.255.255.255

Back | | Finish | I Cancel |

®100% - I

13. Select any existing entries in the table and click the delete button.
14. Click the add button.

add IP address

Specify an IPv4 address, IPv6 address, IP address range, or IP address in CIDR

notation. IP addresses mustbe A A
*Example: 10.5.3.2; 10.3.1.1-10.3.3.5; 3d:5e:22:51::; 10.3.1.5/24. specified in the format v
[ Save ] [ Cancel

15.Enter the IP address of Protect Server.
16.Click Save.
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17.Click Finish.

18. In the list of receive connectors, double-click the new receive connector you have
just created.

19. Select Security on the left.
% ]

Workshare Protect Receive Connector

general
) Authentication:
» security Specify the security mechanism or mechanisms for incoming

scoping connections.

| >

O Transport Layer Security (TLS)
["] Enable domain security (mutual Auth TLS)
[ Basic authentication
[7] Offer basic authentication only after starting TLS
[ Integrated Windows authentication
[ Exchange Server authentication

Externally secured (for example, with IPsec)

Permission groups:
Specify who is allowed to connect to this receive connector.

Exchange servers

Legacy Exchange servers

Partners

Exchange users v

IR E

Save ‘ ' Cancel

#100% v

20. Make sure the Anonymous users checkbox in the Permissions groups area is
selected.

21. Click Save.

Microsoft Exchange 2010

The following procedure shows how to configure Microsoft Exchange 2010 SP3 to route
mail through Protect Server.

To configure Microsoft Exchange:
1. Launch the Exchange Management Console.

2. In the left panel, select Organization Configuration and then Hub Transport.

3. Select the Send Connectors tab.
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4. In the Actions panel on the right, click New Send Connector. The New SMTP
Send Connector is launched with the Introduction page displayed.

I-—E..‘l—-l!

O Introduction Intreduction

| This wizard helps you create a new SMTF Send connector on the selected Exchange
server. To configure properties not shown in this wizard, in the Exchange Management
[ Metwork settings Conzole, select the new connector. Then, in the action pare, click Propeties.

|
New SMTP Send Connector

] Address space

[ Source Server Home

[ New Cornector Frotect Serves

[ Completi
: i Select the intended use for this Send connector:

Custom j

Description: Select this option to create a customized connector, which will be used to
connect with systems that are not Bxchange servers.

Hep | cBack [ Next> Cancel |

5. In the Name field, enter a name for the connector, for example, ProtectServer.

6. Click Next. The Address space page is displayed.
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7. Click Add. The SMTP Address Space dialog is displayed.

| New SMTP Send Connector

M Introduction Address space
[ Address space Specify the address space(z) to which this connactor will route mail:
|1 Metwork settings zﬂa Add... ~ - Edit...
5 e S Fe=
] New Connector
[ Completion Type:
jsMTP
Address:
i
™ Include all subdomains a
Cost:
I
oK I Cancel
1| |

[ Scoped Send connector

Hep | <Back [ Net> | Concsl |

8. In the Address field, enter * so that all addresses are routed through Protect
Server.
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9. Click OK and click Next. The Network settings page is displayed.

|

= | MNew SMTP Send Connector

.
B Introduction Network settings
[ Address space Select how to send mail with this connector:
[ Metwork settings {~ Use domain name system (DNS) "MX" records to route mail automatically

[ Source Server {* Route mail through the following smart hosts:
[2 Mew Connector el Add Edit
e :
! Completion S

[T Use the Bdemal DNS Lookup settings on the transport server
Help <Back [[ Nex> Cancel
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10. Select the Route mail through the following smart hosts radio button and click
Add. The Add smart host dialog is displayed.

r

MNew SMTP Send Connector

S
1 Introduction Network settings
[ Address space Select how to send mail with thiz connector:
[ Network settings " Use domain name system (DNS) "MX" records to route mail automatically
|} Source Server ¢ Route mail through the following smart hosts:
e Comne P — x
[} Completion & IP Address: G |

Bxample: 192 168.10.10
" Fully qualfied domain name (FADN):

Example: smarthost company .com

oK I Cancel

[ Usethe Bdemal DNS Lookup settings on the transport server

Hep | cBack |[ mear | cones |

11. Select the IP Address radio button and enter the IP address of Protect Server.
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12. Click OK and click Next. The Configure smart host authentication settings page is
displayed.

a
= J New SMTP Send Connector

1
[ Introduction Configure smart host authentication settings
[ Address space 1565 Biane

[ Network settings (" Basic Authertication

Corfigure smart [T Basic Authentication over TLS

host authenticatio ..
Uzer name
I-] Source Server I

[ New Connector
Passward:
[ Completion sciclii

Mote: all smart hosts must accept the same usger name and password.

" BExchange Server Authertication
(" BEdemally Secured ffor example, with IPsec).

Help <Back [ Met> | concs
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13. By default, Protect Server does not use authentication so there is no need to
change the settings. However, if you set up authentication of Protect Server, you
will need to configure authentication settings. Click Next. The Source Server page

is displayed.

F

1 Introduction
[ Address space
[ Network settings
Configure smart
5 host qutherticatio...
[ Source Server
[} New Connector

| Completion

a
MNew SMTP Send Connector

Source Server

Associate this connector with the following Hub Transport servers. Atematively, you can
add Edge Subscriptions to this list.

o Add.... [ 2

Name | Site: | Role
WINDOWS-SWXFAT7 Default-First-Site-Name Mailbox, Cliert Access, Hu
1| | =

< Back | Meat > I Cancel
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14.Leave the default settings and click Next. A summary of your settings is displayed.

i New SMTP Send Connector

R

[ Introduction

[ Address space

[ Network settings

Configure smart

5 host authenticatio...
[ Source Server

[ New Connector

|J Completion

Help

New Connector
The wizard will use the configuration below. Click New to continue.

Configuration Summary:
L3 ProtectServer 3

Name: ProtectServer
Usage: Custom
Address spaces:
SMTP:™1
Smart hosts:
[10.10.9.174]
Smart host authentication: None
Source Servers:

WINDOWS-5WXF477

Select Cid+C to copy the conterts of this page.

<Back [ mew | comes |

15. Click New. A new Send Connector is created and a confirmation message is

displayed.

16. Click Finish. The new Send Connector is displayed in the Send Connectors tab.
All mail from this Microsoft Exchange server will now be routed through Protect

Server.
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Setting Permissions on Receive Connector — Exchange 2010

In order to allow Protect Server to send emails back through Microsoft Exchange, you
must create a new receive connector for Protect Server and specify access permissions.

To set permissions:

1.

2
3.
4

Launch the Exchange Management Console.
In the left panel, select Server Configuration and then Hub Transport.
Right-click in the Receive Connectors tab and select New Receive Connector.

Enter a name for the connector.

|
|  New Receive Connector

_ b

[ Introduction Introduction

[ This wizard helps you create a new Receive connector on the selected server.
[ New Connector
MName:

[ Completion IWnrkshare Protect Server

Select the intended use for this Receive connector:

Description; Select this option to create a customized connector, which will be used to
connect with systems that are not Bxchange servers.

Help < Back | Med = Cancel
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5. Click Next.

B niodicton Local Network seftings

6. Select any existing entries in the table and click the delete # button.
7. Click Add.

Add Receive Connector Binding
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8. Enter the IP address of Protect Server.

9. Click OK.
10. Click Next.
New Receive Connector
B iroductin Remote Network settings

= Local N " Receive mail from servers that have these remote IP addresses:

settings Eﬂiﬁ.dd... - _57‘ Edit... #%
y Remote Network IP addressies)
settings 0.0.0.0-255.255.255 255
) Mew Connector
] Completion

Hep | cBack |[ MNet> | Cancel

11. Select any existing entries in the table and click the delete button.
12. Click Add.
x|

Address or address range:

Example: 152.168.180.0/26 or 2001:DB8:0.C000:./54

oK I Cancel

13.Enter the IP address of Protect Server.
14.Click OK.
15.Click Next.
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16. Click New.
17. Click Finish.

18. In the Receive Connectors tab, right-click the new receive connector you have
just created and select Properties.

19. Select the Permission Groups tab.

20. Select the Anonymous users checkbox.

Workshare Protect Server Properties

¥ An
!'I :
I e

21. Click OK.
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Setting the Email Size Limit

All external mail, whether it comes from a protected sender or not, will be routed through
Protect Server. To prevent large emails from bouncing, you'll need to ensure the size limit
is the same in these places:

o Protect Server SMTP service
e« Exchange Hub Transport
o Exchange Web Services

Protect Server SMTP Service

For each Protect Server:
1. Open Internet Information Services (II1S) Manager.

2. Right-click SMTP Server and select Properties. The SMTP Server Properties
dialog is displayed.

3. Select the Messages tab.

4. In the Limit message size to (KB): field, enter the maximum message size.
Workshare recommends you set this value to be about 33% larger than what is set
on your corporate email system. This is to account for the difference in email size
between MAPI and MIME.

{5h11P itustServer 311 properties T
'General | Access Messages | Delivery | LDAP Routing | Securty |
Specify the following messaging information.
v Limit message size to (KE): IZN-B—
IV Limit gession size to (KB): 10240
¥ Limit number of messages per connection to; IQ'D—

Iv Limit number of recipients per message to: IH}D

Send copy of Mon-Delivery Report to:

Badmail directory:

IC:"Jnetpub'wailroot\EadmaiI Browse... |

ok | camcsl | i | b |

5. In the Limit session size to (KB): field, enter the maximum session size.
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Exchange Hub Transport

If you’re using Exchange 2016/2013, for each Hub Transport:
1. Log in to the Exchange admin center at https://localhost/ecp.
2. In the left panel, select Mail Flow.
3. Select Send Connectors across the top.

4. Click the more icon and select Organizational transport settings.

organization transport settings

* limits
Maximum number of rec_iEi-enE:
|s00 v |

safefy net

(il
IIVETY

i

Maximum receive message size (MB):
|10 v

Maximum send message size (MB):
10 v

| save | | cancel |

5. Set the Maximum send message size (MB) for the organization and click save.
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6. In the list of send connectors, double-click each relevant send connector and set

the Maximum send message size (MB).

Default
» lgeneral
S *Name:
delivery
, J !Defaui‘t
sCoping

Connector status:
¥ Enable

= Proxy through client access server

Comment;

Protocol logging level:
® None

@) Verbose

*Maximum send message size (MB}):

35

| save | | cancel |

For more information about the Hub Transport in Exchange 2016/2013, see Microsoft's
support site: https://technet.microsoft.com/en-us/library/bb124345%28v=exchg.150%

29.aspx
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If you're using Exchange 2010, for each Hub Transport:
1. Open the Exchange Management Console.
2. Expand Organization Configuration.

3. Click Hub Transport.

Fle Action View Help
« = |Aam|@m

&3 Microsoft Exchange
[=]-s2s, Organization Configuration
iqen Mailbox
¥ Client Access
1 “» Hub Transport
“4s19 Unified Messaging
- 3 Server Configuration
Recipient Configuration

2.8
-8 Toolbox

4. Select the Global Settings tab.

5. Double-click Transport Settings. The Transport Setting Properties dialog is
displayed.
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6. In the Maximum send size field, enter a number the same size or smaller than the
one you set for the SMTP server's message size. We recommend this value to be
about 33% smaller than the SMTP's server message size.

Transport Settings Properties

Maximum size g

Maximum ret

For more information about the Hub Transport in Exchange 2010, see Microsoft's support
site: http://technet.microsoft.com/en-gb/library/bb676532(v=exchg.141).aspx
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Exchange Web Services
You only need to modify this if you're using the synchronization feature.

1. On your CAS server, go to C:\Program Files\Microsoft\Exchange Server\
ClientAccess\exchweb\ews.

2. Open web.config with a text editor (e.g. Notepad).

w

Change the value of maxrequestlength to reflect the message size you want in
kilobytes.

Save the file.
Go to C:\Program Files\Microsoft\Exchange Server\ClientAccess\owa.

Repeat steps 2-4 to change the maxrequestlength.

N o o b

Once both files have been edited, open a command prompt and run the commands
below. You'll need to replace [size in Bytes!] with the actual number of bytes based
on the settings you chose for the web.config files.

cd \Windows\System32\inetsrv

appcmd set config "Default Web Site/ews" -section:requestFiltering
-requestLimits.maxAllowedContentLength: [size in Bytes!]

appcmd set config "Default Web Site/owa" -section:requestFiltering
-requestLimits.maxAllowedContentLength: [size in Bytes!]

iisreset

Additional Administrative Tasks

This section describes other configuration tasks you may need to complete. These are not
mandatory tasks — it depends on your system configuration.

Setting up synchronization

If you want to use the synchronization functionality provided by Workshare Protect Server
where the Sent Items folder is updated with the processed attachments, you need to set
up a user with special impersonation rights.

In order to create an impersonation user, run the script InstallProtectimpersonator
User.ps1 in the Exchange PowerShell console. This script can be downloaded from the
following link on the Workshare Knowledge Base.

http://workshare.force.com/knowledgebase/articles/Text_Article/Create-an-impersonation-
user/

Download the .ps1 file and run /InstallProtectImpersonatorUser.psl -Domain
<domain> -Username <logonname> -Password <password>
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This will create an impersonation user account for Exchange environments with the name
"Workshare Protect Exchange User".

Setting TLS security

In cases where Protect Server acts as a relay server (rather than a final delivery server)
and your final delivery server requires TLS encryption, use the following procedure to set
TLS encryption for outbound SMTP traffic from Protect Server.

To set the TLS security for outbound traffic from Protect Server:

1. In Internet Information Services 6.0 Manager, right click SMTP Server and select
Properties. The SMTP Server Properties dialog is displayed.

2. Select the Delivery tab.

Default SMTP Yirtual Server Properties EE |

Generall a‘-‘xccessl Meszages Delivery | LLiaP Houtingl Securityl

— Outbound

Eirst rety interwal [minutes):

EEK

Second retry interval [minutes]: 3
Third retry interval [minutes]: 0
Subsequent retry interval [minukes]; 240
Drelay notification: I1 2 IHours j
E xpiration timeout: I2 IDays j
— Local
Delay notification: |1 2 IHDurS j
Ezpiration timeout: I2 IDEL'r'S j
Outbound connections... | Advanced... |
ak. Cancel | Apply | Help |
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3. Click Outbound Security.

Outbound Security E |

Mo uzer name or pagzword required.

{~ Basic authentication

The paszword will be sent over the network in clear kest using standard

commands.

zer name: I

Eazzword:

Ixxxxxxxxxx

= |ntegrated Windows &uthentication

Browse,.. |

The client and zerver negatiate the 'Windows Security Suppart Provider

|nterface.

Saeount; I

Fazzward:

Ixxxxxxxxxx

[T TLS encrvption

Browse,.. |

Ok I Cancel

Help
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4. Select Basic authentication and enter your user name and password for access

to your mail gateway.
5. Select the TLS encryption checkbox.
6. Click OK and click OK again.

Auditing changes to Workshare Protect Server

configuration

If you want to monitor configuration changes on Protect Server and to view who made any
changes in the Event Viewer, you must edit the following elements in the logging.config

file:

<add switchValue="Off" name="audit">

<allEvents switchValue="0ff" name="All Events">

Change “Off” to “All”.

By default, the logging.config file is located on Protect Server at

C:\Program Data\Workshare\Protect Server\3.11.0.0\Configuration
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Configuring fail close

Protect Server will reject inbound SMTP traffic (fail close) in the event of a system or
software failure or if one of the key performance indicators exceeds the specified threshold
value. In the event of a failure in Protect Server, remedial action from a system
administrator will usually be required to resolve the problem. If the threshold for any of the
key performance indicators is exceeded, Protect Server will resume normal operation once
the key performance indicators have dropped below the configured threshold.

Enabling and disabling fail close

Fail close is enabled by default and controlled from the metadata.config file (C:\Users\All
Users\Workshare\Protect Server\[version]\Configuration\metadata.config). The following
default threshold settings are specified and they can be adjusted as required.

Option name in metadata.config @ Value Notes
IncomingQueueMessageThreshold | 10000 Fail close triggered if more than
10000 emails exist in incoming
SMTP queue
IncomingQueueDiskThreshold 1073741824 | Fail close triggered if free disk
space falls below 1GB
DeliveryQueueMessageThreshold | 10000 Fail close triggered if more than
10000 emails exist in outgoing
SMTP queue
DeliveryQueueDiskThreshold 1073741824 | Fail close triggered if free disk

space falls below 1GB

TemporaryFolderDiskThreshold 0 Fail close triggered if free disk
space falls below 0GB

To disable fail close set all the following options in the metadata.config file to “false”.
Optionally a subset of the key performance indicators can be monitored.

<FailClosedOnLicenseProblem>false</FailClosedOnLicenseProblem>
<FailClosedOnDatabaseError>false</FailClosedOnDatabaseError>

<FailClosedBelowIncomingQueueMessageThreshold>false</FailClosedBelowIncom
ingQueueMessageThreshold>

<FailClosedBelowDeliveryQueueMessageThreshold>false</FailClosedBelowDeliv
eryQueueMessageThreshold>

<FailClosedBelowDiskThreshold>false</FailClosedBelowDiskThreshold>
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Fail close cannot be disabled in the event of a system/software failure. The Workshare
Protect Health Service is responsible for monitoring the status of Protect Server and any of
the following failures will result in fail close being triggered:

o Failure of the Windows Service “Workshare Protect Service License Service”
o Failure of the Windows Service “Workshare Protect Server Health Service”

o Failure of the Windows Service “Workshare Protect Profile Service”

Note: In the event of an SQL connection issue when fail close is enabled, it is likely that
the automatic email alert will not be generated.

Fail close and bounce functionality

« If the Protect Server bounce functionality is enabled and fail close is enabled, any
email routed to the Protect Server in a fail close state will be automatically rejected
and routed by the corporate mail server to the configured backup server. No
bounce email will be triggered.

« If the Protect Server bounce functionality is enabled and fail close is disabled, any
email routed to the Protect Server in a fail close state will be bounced back to the
sender.

Warning! This may lead to significant load on the corporate mail server.

« If the Protect Server bounce functionality is disabled and fail close is disabled, any
email routed to the Protect Server in a fail close state will pass through
unprocessed.
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Chapter 5: Configuring Workshare
Protect Server

This chapter describes how to specify configuration settings such as whether clean reports
should be sent, how to override cleaning settings as well as configuring alert settings and
email templates. This configuration is performed from the Workshare Protect Server web
console. This chapter includes the following sections:

Note: For a description on how to configure profiles for removing metadata from
attachments, refer to the Workshare Protect Server Metadata Removal guide. For a
description on how to configure policies for blocking email, refer to the Workshare Protect
Server Email Data Loss Prevention guide.

« Overriding Cleaning Settings, page 92, describes how to configure Protect
Server to skip cleaning of a particular email and also to skip cleaning of emails that
have been processed by the Workshare Protect client.

o Configuring Bounce Settings, page 94, describes how to configure Protect
Server to bounce emails that cannot be processed.

« Configuring Cleaning Reports and Email Storage, page 97, describes how to
configure Protect Server to send reports to senders when their email is cleaned.

» Configuring Email Templates, page 98, describes how to configure the templates
for system email messages sent when an email has been cleaned or if there has
been a failure to clean an email.

» Configuring Alert Settings, page 100, describes how to configure email
addresses to enable Protect Server to send notification emails, e.g. clean reports.

« Configuring Sync Settings, page 101, describes how to configure
synchronization so that for any email attachment that is processed by Protect
Server, the original copy of the email found in the sender’s “Sent Items” folder will
be updated with the processed attachments.

» Configuring Active Directory Cache Settings, page 102, describes how to
configure Protect Server to work with Active Directory groups.

This functionality is available for Administrator role users only.
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Note: The user experience of the Protect Server configuration options pages is improved
if javascript is enabled in your browser.

Overriding Cleaning Settings

Workshare Protect Server can be configured to skip cleaning of a particular email and also
to skip cleaning of emails that have been processed by the Workshare Protect client or by
Payne Metadata Assistant.

To override cleaning settings:

1. Log into the Protect Server web console as an Administrator role user and select
Settings.

2. Select Override.

Processing Override Settings

Server Override The processing override address gives users the option to bypass processing for all attachments of an email. Add
the processing override address to the recipient list (any of To or Cc) of an email and the attachments will not be
processed.

Note: This address will be removed by Protect Server automatically from any recipient list once detected.

Processing Override Address

Client Override Protect Server can skip ing for sent from with the following products installed.

Client Message Processing
(0 Skip on by Protect Client
() Skip processing on messages processed by Payne Metadata Assistant

Recipient Override Third party software may add recipients to an email, causing internal emails to be routed to Protect Server for
processing. Protect Server can skip processing on these emails if ALL SMTP envelope recipients match one of
following email addresses.

Note: You cannot use this feature with the Routing Agent.

Recipient Email Addresses (one entry per line, case insensitive, wildcards accepted)
eg. testuser@example.com
eg. test*@example.com

Protected Senders Protect Server is restricted to only process emails sent from the following email addresses. If left blank, Protect
Server will process emails from all senders.

Protected Sender Email Addresses (one entry per line, case insensitive, wildcards accepted)

eg. testuser@example.com
eg. test'@example.com

Save Changes
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3. In the Processing Override Address field, enter an email address that can be
used to bypass the cleaning action on the server. The sender can add this email
address to the recipient list (To or Cc fields) of an email and the attachments will
not be cleaned.

Note: This address can be fictional or real. If real, then you will need to monitor
the email account.

Once Protect Server has detected the override address in an email, the
attachments of the email are not cleaned and the override address is removed.

Note: When emails include a digital signature, Protect Server does not remove the
override address.

4. In the Client Message Processing area, select how to handle emails sent from
computers with the Workshare Protect client or Payne Metadata Assistant installed:

o Skip processing on messages processed by Workshare Protect Client:
Protect Server will not clean emails that have already been cleaned by the
Protect client.

= Skip processing on messages processed by Payne Metadata Assistant:
Protect Server will not clean emails that have already been cleaned by Payne
Metadata Assistant.

5. When EMM routes filed internal-only emails through Protect Server, Protect Server
processes them. To prevent this, you can use either the Workshare Protect Routing
Agent or “Recipient Override”. To use recipient override, in the Recipient Override
area, add the EMM email address pattern that will trigger Protect Server to skip
processing.

Note: It is not recommended to use Recipient Override and the Protect Routing
Agent together.

6. The Protected Senders area is for testing purposes only. You can enter an email
address or address pattern and Protect Server will ONLY process emails from that
specified email address.

7. Click Save Changes. The settings are saved and a message is displayed across
the top of the screen.
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Configuring Bounce Settings

Workshare Protect Server can be configured to bounce emails in the following
circumstances:

Emails with attachments that include comments or track changes: When
attachments contain comments or track changes, Protect Server can bounce the
email back to the sender with a non-delivery report. This is to encourage users to
carefully consider files with comments or track changes before sending them
externally. Once a sender receives such an email back, they may decide to send it
again specifying a clean profile or they may decide that the track changes or
comments should remain and specify the override profile.

Emails with attachments that cannot be processed: When Protect Server cannot
process an attachment, it can bounce the email back to the sender with a non-
delivery report. There are several reasons why Protect Server may not be able to
process an attachment. For example, the attachment may be corrupt or digitally
signed.

You can configure the content of the non-delivery report that Protect Server sends
according to the reason for non-delivery.

Note: To enable non-delivery reports to be sent to senders, ensure that a valid email
address is specified in Configuring Alert Settings.

When bounce has not been configured, emails with attachments that include comments or
track changes or emails with attachments that cannot be processed will be sent without
processing. You can select to notify the sender in these circumstances.

To configure bounce settings:

1.

Log into the Protect Server web console as an Administrator role user and select
Settings.
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2. Select Bounce.

Bounce Settings

Protect Server can prevent emails with attachments that cannot be processed or that contain comments or track changes from being delivered by
bouncing the email back to the sender in the form of a non-delivery report.

Bounce Behaviour (] Bounce emails according to the individual bounce selections below

Protect Server will bounce the email back to the sender only for the scenarios that are selected below. In the
scenarios that are not selected, the email and its attachments will be delivered.

[ Notify sender for the bounce scenarios that are not selected
In any of the scenarios that are not selected below, Protect Server will notify the sender that it has delivered the email
without processing the attachments.

Bounce Template Subject

Message not delivered: [#subject#]
Message

Workshare Protect Server could not deliver your email "[#subject#]" because your
Protect Server administrator has determined the attachments you are sending requires
additional attention from you before they can be sent. Please read the following
details to resolve this issue.

Attachments with Metadata

For attachments that include comments or track changes, bouncing can be individually turned on or off to return the email uncleaned to the
sender. This is to encourage users to carefully review files with comments or track changes before sending externally.

Review metadata () Bounce All

Bounce emails with document attachments that include track changes

Bounce emails with document attachments that include comments
Bounce emails with spreadsheet attachments that include comments

(L) Bounce emails with presentation attachments that include comments
[CJ Bounce emails with PDF attachments that include comments

¥ Attach original message to bounce message

00

Description of problem
Sending email with attachment containing comments and/or
Recommended course of action

Your email "[#subject#]" contains at least one attachment with comments or track =
changes and cannot be sent to your external recipient(s) in its current state. For
this email to be sent to your external recipient(s), you must specify the cleaning
profile provided by Protect Server administrator and entering the profile email =
address in the To or Cc field of your email. For additional details please contact
vour_administrator 2

Processing Failure Categories

Below is a list of scenarios that prevent attachments from being processed properly. For each scenario, bouncing can be individually turned on or
off, original message can be included or excluded from the bounce message, and a problem description and remedy can be customized for
inclusion in the bounce message.

Corrupt attachment @ Bounce
(@ Attach original message to bounce message
Description of problem
Attachment is corrupt.
Recommended course of action

Before re-sending this e-mail please repair or remove the attachment(s) in question,
or consult the administrator for more options.
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Select the Bounce emails according to the individual bounce selections below
checkbox to enable Protect Server to stop delivery of emails that include
attachments with comments/track changes or that it cannot clean/convert according
to your selections in this page.

Select the Notify sender for the bounce scenarios that are not selected
checkbox to enable Protect Server to send notifications to senders when bounce is
not selected and emails that include attachments with comments/track changes or
that it cannot clean/convert have been delivered.

In the Subject field, edit the text that will appear in the Subject line of the non-
delivery email. This is the email sent to the sender informing them that their email
has not been sent.

In the Message field, edit the text that will appear in the non-delivery email. This
should explain to the sender that their email has not been sent.

In the Attachments with Metadata area, select whether Protect Server should
bounce emails with attachments that include comments or track changes. Select
the Bounce All checkbox to bounce emails with any attachment containing
comments or track changes or select individual file types.

In the Description of problem field, edit the brief description if required.

In the Recommended course of action field, edit the description of what the
sender could do to remedy the problem so that their email may be resent and
successfully processed by Protect Server.

In the Processing Failure Categories area, you can configure how Protect Server
deals with the following specific types of attachments/emails that it cannot process:

= Corrupt attachment

= Digitally signed attachment

= Digitally signed email

o Document format not supported

= Password protected or encrypted attachment

Note: If The Workshare Protect Portal is installed, then password-protected Word,
Excel, PDF and zip files can be processed by Protect Server. However, password-
protected PowerPoint files cannot be processed.

= Processing error, for example, when emails are stuck in a queue awaiting final
delivery

For each type of attachment/email, configure the following as required:

Bounce Select to enable Protect Server to bounce emails
with attachments of this type.

Attach original message Select and Protect Server will include the original
to bounce message email when sending the non-delivery email to the
sender.
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Description of problem Edit the brief description of the problem.

Recommended course of Edit the description of what the sender could do to

action remedy the problem so that their email may be
resent and successfully processed by Protect
Server.

Note: Remember that for any scenarios you don’t select, the email will be
delivered. You can notify the user of this by selecting the Notify sender for the
bounce scenarios that are not selected checkbox.

11.Click Save Changes. The settings are saved and a message is displayed across
the top of the screen.

Configuring Cleaning Reports and Email
Storage

Workshare Protect Server can be configured to send reports to senders each time one of
their emails is processed. The report (or processing receipt) details the metadata that was
removed from each attachment and whether attachments were converted to PDF. The
processing receipt can also be accompanied by a copy of the processed message. In
addition, you can configure Protect Server to store all processed emails in the database.

To configure processing receipts and email storage:

1. Log into the Protect Server web console as an Administrator role user and select
Settings.

2. Select Receipts.

Processing Receipt and Email Storage Settings

Receipt Options Users can be notified every time their messages are processed. The processing receipt contains a summary of
whatwas processed in all attachments as well as alist of all other attachments presentin the email. It may also
cantain the complete email processed.

Note: In order to succesfully receive the clean receipt, please ensure thatthe alerts section contains a valid
address for email communication.

Send processing receipt
[¥] Include processed message in the receipt

Email Storage Options [] Store a copy ofthe processed message in the database

' Save Changes
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. Select the Send processing receipt checkbox to enable processing receipts to be
sent to senders each time an email they send is processed by Protect Server. To
enable processing receipts to be sent to senders, ensure that a valid email address
is specified in Configuring Alert Settings.

. Select the Include processed message in the receipt checkbox to enable copies
of the processed email and its attachments to be sent to senders with the
processing receipt. To enable copies of emails and their attachments to be sent to
senders, ensure that a valid email address is specified in Configuring Alert Settings.

Note: If neither checkbox is selected, no email is sent to senders notifying them
that their emails have been processed.

. Select the Store a copy of the processed message in the database checkbox to
enable copies of the processed email and its attachments to be saved in the
database.

. Click Save Changes. The settings are saved and a message is displayed across
the top of the screen.

Configuring Email Templates

You can configure the templates for system email messages sent when an email has been
cleaned or if there has been a failure to clean an email or when a preview request is sent.

To configure email templates:

Log into the Workshare Protect Server web console as an Administrator role user
and select Settings.
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2. Select Email Templates.

Email Templates

The content of cleaned receipts sentto users can be customized here, as can the message content when a failure to process occurs.

Email Cleaned Subject

ail Processing: [#subjects

Message

Potentially sensitive metadata was detected in one or more of the attachments
included with your email "[#subject#]". Workshare Protect Server replaced the
original attachments with processed copies where possible before it sent out
your message.

Clean Failed - Email Sent Subject
Mail Processing: [#subject#]
Message

Potentially sensitive metadata was detected in one or more of the attachments
included with your email "[#subject#]". However, Workshare Protect Server was
unable to process the message. Your message was delivered unmodified

Preview message Subject
Preview result for: [#subject#]
Message

Your attachments as processed by the Workshare Protect Server are attached.

3. Edit the Email Cleaned template as required. The Email Cleaned email is sent
when metadata is detected and cleaned from attachments. To enable clean reports
to be sent to senders each time an email they send is cleaned by Workshare
Protect Server, ensure that the Send processing receipt checkbox is selected in
the Receipts settings (described in Configuring Cleaning Reports and Email
Storage).

4. Edit the Clean Failed - Email Sent template as required. The Clean Failed - Email
Sent email is sent when metadata is detected but Protect Server is unable to clean
the attachment and the email is sent uncleaned.

Note: Customize each template as required. You can include the following
variables in the messages: [#subject#] = Original Subject, [#recipients#] =
Original Recipients, [#date#] = Date/Time Sent

5. Edit the Preview message template as required. The Preview message email is
sent when the sender has requested a preview of what the processed attachments
will look like before sending them to recipients. This is done by sending an email to
a profile email address only. Protect Server will treat such an email as a preview
request and send the processed attachments back to the sender with a Preview
message email.
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6. Click Save Changes. The settings are saved and a message is displayed across
the top of the screen.

Configuring Alert Settings

A valid email address and display name must be specified in Alert Settings in order for
Workshare Protect Server to send emails to senders, such as clean reports, copies of
emails and their attachments, copies of processed emails, non-delivery reports and
preview emails.

To configure alert settings:

1. Log into the Protect Server web console, as an Administrator role user, and select
Settings.

2. Select Alerts.

Alert Settings

Email communication For clean receipts to be delivered, a valid email address must be provided below. When a clean receipt email is
sent, this email address is used as the "sender”. Please ensure your email systems accept incoming email from
this address.

Email address:

admin@aqa.local.net

You may also specify a display name for the address above

Display name:

Save Changes

3. In the Email address field, enter a valid email address to ensure clean notification
emails are delivered. This email address is the “sender” of clean receipt emails and
other notification emails.

4. In the Display name field, enter a display name for this email address.

5. Click Save Changes. The settings are saved and a message is displayed across
the top of the screen.
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Configuring Sync Settings

The Mail Updater settings enable you to configure synchronization in the following ways:

 When email attachments are processed by Workshare Protect Server, the original
copy of the email found in the sender’s “Sent Items” folder will be updated with the
processed attachments.

« To ensure that internal recipients always have access to the same version of
attachments that are received by external recipients, where emails are sent
internally and externally, the internal recipients will receive a clean receipt with the
processed attachment included.

To configure mail updater settings:

1. Log into the Protect Server web console as an Administrator role user and select
Settings.

2. Select Mail Updater.

Mail Updater

Settings || Enable update of sender's sent items with processed attachments

Max time in Retry Queue (seconds)

’poo

Exchange Web Services Url

https://serve/EWS/Exchange.asmx

Exchange Version
Exchange 2010 SP2 v

Impersonation User
wpsuser@domain
Impersonation User Password
Cleaned Mail Subject Prefix

[Cleaned]
Internal Recipients || Forward a cleaned copy of email to internal recipients

Note: In order to succesfully forward the clean email, please ensure that the alerts section contains a valid
address for email communication.

Internal domains

(one domain per line, wildcards allowed, case insensitive)

Test Connection Settings  The following user is used to check Exchange Web Services connectivity and impersonation rights here and in the
status screen.
Test Account

testmailbox @ domain

Test connection \

| Save Changes
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3. Complete the fields as follows:

Select to enable Protect Server to synchronize emails
in the Sent folder with the processed attachments
actually sent.

Where synchronization initially fails, specify the
maximum amount of time before Protect Server will
stop attempting to synchronize.

Enter the URL of Exchange Web Services.

Select your Exchange version.

The logon name of the impersonation user (described

in Setting up synchronization).

Impersonation User The logon password of the impersonation user.
Password

Cleaned Mail Subject The prefix to add to an email in the Sent items folder
Prefix once it has been synchronized.

4. If you want internal recipients to receive a clean receipt with the processed
attachment included, select the Forward a cleaned copy of email to internal
recipients checkbox and you MUST then specify the internal domain (domains) in
the Internal domains area. To enable processing receipts to be sent to senders,
ensure that a valid email address is specified in Configuring Alert Settings.

5. Enter a test email address in the Test Account field to check if the specified
impersonation user can actually impersonate a user.

6. Click Test connection. If the specified impersonation user is successful, a
confirmation message is displayed.

7. Click Save Changes.

Configuring Active Directory Cache Settings

In order for Workshare Protect Server to identify which Active Directory groups senders
belong to, and then apply the profile which has been defined for that group, you must
specify the Active Directory Cache settings. Protect Server can then regularly scan your
Active Directory and cache the domain structure locally.

When an AD group is added to a profile, Protect Server will periodically cache only the
users of the added profile group. It will not cache groups that are members of the added
profile group.

When selecting an Active Directory group to assign to a profile, you can select a group
from a tree structure (default) or simply enter a group name into a text field. The default
way to select Active Directory groups using a tree is a user friendly approach but, if the
tree is complex, it can take a long time to download the tree into the Ul.
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The alternative is to use “Simple AD Cache” mode, so you get a text field where you can
manually specify the distinguished name for the Active Directory group.

Active Directory Group
Select group to apply this profile to. When a member of a selected group sends an email, this profile will be used.

Filter

L Text field
P | |zengatest1 Active Directory Group
4 [Cusers Declare groups to apply this profile to. When a member of a selected group sends an email, this profile will be

- [ | Domain Computers used.

- || Domain Controllers Accepts distinguished names of groups, one group per line.
| |Domain Admins e.g.

- [ IDomain Users CN=Default Profile Users CN=Users, DC=Paima.OC=net

- [ |Domain Guests CN=No Clean Users CN=Users,0C=Palma,DC=net

- [ | Group Policy Creator Owners

Tree structure (default)

Note: In “Simple AD Cache” mode, Protect Server doesn'’t retrieve a list of groups in the
organisation. This means if the last AD cache refresh was performed with “Simple AD
Cache” enabled, but you then disable it and expect a tree structure, the tree may be
empty. This is because there will not be any groups to present in the tree until the next
AD cache refresh is performed with “Simple AD Cache” disabled.

To configure Active Directory cache settings:

1. Log into the Protect Server web console as an Administrator role user and select
Settings.
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2. Select AD Cache.

Active Directory Cache

Active Directory Cache Enable Active Directory-based default profile selection
[] Use Simple AD Cache

Active Directory Cache User
Credentials
Domain
quality
Password
Cache Refresh Scheduling O Manual Refresh Only

(@ Cron Schedule 0304 ? * SUN *

Refresh Now

Cache Status Status Idle
LastRefreshed 8/27/2013 11:17:18 AM
LastRefresh Duration 00:00:15
Refresh Result OK
Next Refresh 9/1/2013 4:30:00 AM

Save Changes

3. Select the Enable Active Directory-based default profile selection checkbox to
enable AD group selection when creating profiles.

4. Select the Use Simple AD Cache checkbox if you want to specify your AD group
for a profile by name using a text box rather than selecting from a tree structure.

5. Enter the credentials of a domain user to enable Protect Server to have read
access to the domain controller’s global catalog.

6. Click Save Changes.

7. Select the Manual Refresh Only radio button and click Refresh Now. Protect
Server checks Active Directory for groups and caches them locally to disk.

8. In order to set up an automatic refresh of the Active Directory groups, select the
Cron Schedule radio button and specify a Cron expression. For example, 0 30 4 ?
* SUN * means that Protect Server checks Active Directory for groups every
Sunday at 4.30am.

Note: For further explanation of Cron schedule syntax, you can refer to
http://www.quartz-scheduler.net/documentation/quartz-2.x/tutorial/
crontriggers.htmi.
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9. Click Save Changes. The settings are saved and a message is displayed across
the top of the screen.

Protect Portal Configuration

The Workshare Protect Portal can be configured by modifying properties in the web.config
file (C:\Program Files\Workshare\ProtectPortal\Web\web.config).

The following table describes the properties that may be changed.

Property Description

NotificationSender Sender’s display name for notifications sent by Protect
Portal.

NotificationSenderAddress | Sender’'s email address for notifications sent by Protect
Portal.

ExpiryMinutes Expiry time of links sent by Protect Portal. After this time,

emails are deleted. Senders must resend their email.

DatabaseExpiryDays Number of days to retain email metadata. (This is used
to inform senders about the state of their email after their
links have expired.)

BaseUrl URL to use in notification links. Leave blank to use the
fully qualified domain name of this machine.

SmtpSsl Used to configure TLS connections to Protect Server.
True/False.

SmtpHost Hostname of Protect Server machine.

SmtpPort Port of Protect Server machine.

SmtpUser SMTP user for Protect Server SMTP service.

SmtpPassword SMTP password for Protect Server SMTP service.

FileStorageLocation File path to store delayed emails.

ServerUuid Internal use only. Do not modify.

TempStorePassphrase Passphrase for temporary password data.

TempStoreExpiryMinutes Expiry time for temporary password.

ProtectApiBaseUrl URL to Protect Server. This is used to store passwords
temporarily. Data is sent and stored encrypted.

Organization The name of your organization to reference within
notification emails.

DemoMode Internal use only. Do not modify.
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Appendix A. System Status

This appendix provides information on monitoring the system status of Workshare Protect
Server.

This functionality is available for Administrator role users only.

106



System Status

Monitoring Status

The performance and current health of Workshare Protect Server is shown in the Status
tab of the Protect Server web console. For example, the Status tab shows whether Protect
Server services are up and running, whether the database is connected, whether the
Protect Server license is expired and details of any emails queued on Protect Server.

To monitor system status:
1. Log into the Protect Server web console (as an Administrator role user).

2. Select Status.

System Status

Mail Server @ SMTP Queue Directory: 0
@ Badmailed Messages (Bad Pickup File): 0
O Badmailed Messages (General Failure): 0
] (Hop Count )0
@ Badmailed Messages (NDR of DSN): 0
@ Badmailed Messages (No Recipients): 0
@ Remote Queue Length: 0
@ Remote Retry Queue Length: 0
@ Event Message Queue: Private$\Protect Server Results
@ SMTP Sinks
@ simple Mail Transfer Protocol (SMTP) Windows Service
O Free Diskspace (System Temp): 14.41 GB
@ Free Diskspace (Queue): 14.41 GB
@ Free Diskspace (Pickup): 14.41 GB
@ Free Diskspace (Drop): 14.41 GB

Licensing @ License
@ Protect Server License Windows Service

Auditing @ Database
@ Event Message Queue Size: 0
@ Event Message Queue: Private$\Protect Server Results
O Protect Server Audit Windows Service

@ Message Queuing Windows Service

Profile @ Active Profiles: 1
@ Profile Changed: none
@ Profile Synchronization: 11/3/2015 2:24:09 PM
@ Protect Server Profile Windows Service

Mail Updater @ Mail Updater Message Queue: Private$\Protect Server Mail Updater Queue
@ Mail Updater Message Queue Size: 0
@ Rapid Retry Message Queue Size: 0
@ Mail Updater Retry Queue: Private$\Protect Server Mail Updater Retry Queue
@ Mail Updater Retry Queue Size: 0
@ Exchange Web Services Connectivity: none
@ Protect Server Mail Updater Windows Service

1. Mail Updater is not enabled

Active Directory Cache @ Active Directory Cache

1. Active Directory Cache disabled
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The following information is shown:

Area

Mail Server

Item
SMTP Queue Directory

Badmailed Messages
(Bad Pickup File)
Badmailed Messages

(General Failure)

Badmailed Messages
(Hop Count Exceeded)

Badmailed Messages
(NDR of DSN)
Badmailed Messages

(No Recipients)

Remote Queue Length

Remote Retry Queue
Length

Event Message Queue

SMTP Sinks
Simple Mail Transfer
Protocol (SMTP)

Windows Service

Free Diskspace (System
Temp)

Free Diskspace (Queue)

System Status

Description

The count of how many SMTP messages are
currently being processed by the SMTP
service. The status indicator will show gray in
the event of a failure in the performance
counters.

The count of how many messages could not
be delivered due to an incorrect format.

The count of how many messages could not
be delivered due to an unspecified general
error.

The count of how many messages could not
be delivered due to incorrect message
routing.

The count of how many messages could not
be delivered due to an NDR returned.

The count of how many messages could not
be delivered because no recipients were
given.

The count of how many messages are
waiting first attempt at delivery.

The count of how many messages are
waiting additional delivery attempts after the
initial one failed.

The state of the queue where processing
results are stored. If this is red then the mail
server has issues writing the processing
results to this queue.

Whether the Protect Server functionality is
correctly registered with the Windows SMTP
server instances.

Whether the SMTP service is up and running.
If the status indicator is red, a warning
message is displayed instructing you to
restart the service.

The amount of free disk space on the volume
where the system temp folder is located.

The amount of free disk space on the volume
where the SMTP server queue folder is
located.
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Area Item Description

Free Diskspace (Pickup) The amount of free disk space on the volume
where the SMTP server pickup folder is
located.

Free Diskspace (Drop) The amount of free disk space on the volume
where the SMTP server drop folder is
located.

Licensing | License Whether Protect Server is licensed.

Protect Server License Whether the license service is up and

Windows Service running. If the status indicator is red, a
warning message is displayed instructing you
to restart the service.

Auditing Database Whether Protect Server is connected to the
database. If the status indicator is yellow,
there are problems with the connection which
are explained in a message box with advice
on how to proceed.

Event Message Queue The count of how many message clean

Size results are waiting to be uploaded to the
database storage.

Event Message Queue The state of the queue where processing
results are stored. If this is red then the
Protect Server audit service has problems
accessing the queue.

Protect Server Audit Whether the audit service is up and running.

Windows Service If the status indicator is red, a warning
message is displayed instructing you to
restart the service.

Message Queuing | Whether the MSMQ service is up and

Windows Service running. If the status indicator is red, a
warning message is displayed instructing you
to restart the service.

Profile Active Profiles The number of profiles active in the system.

Profile Changed

The last time a profile was changed.

Profile Synchronization

The last time the profiles were copied to the
local machine where Protect Server resides.

Protect Server Profile
Windows Service

Whether the profile service is up and running.
If the status indicator is red, a warning
message is displayed instructing you to
restart the service.
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Area

Active
Directory
Cache

Mail
Updater

Item

Active Directory Cache

Mail Updater Message
Queue

Mail Updater Message
Queue Size

Mail Updater Retry
Queue

Mail Updater Retry
Queue Size

Rapid Retry Message
Queue Size

Exchange Web Services
Connectivity

WPSMailUpdaterService
Windows Service

System Status

Description

Whether the Active Directory cache service is
up and running. If the status indicator is red,
a warning message is displayed instructing
you to restart the service.

The state of the queue where emails wait to
be synchronized.

The count of the emails in the queue waiting
to be synchronized.

The state of the queue where emails wait to
be synchronized after initial synchronization
failed.

The count of the emails in the queue where
emails wait to be synchronized after initial
synchronization failed.

The count of the emails in the rapid retry
queue.

Whether the impersonation user has rights to
access other users’ mailboxes.

Whether the mail updater service is up and
running. If the status indicator is red, a
warning message is displayed instructing you
to restart the service.

In a healthy environment, all status indicators should be green. Where there is a red
indicator, you may need to intervene.

The timeout of the five Workshare Windows services (Protect Server Profile Service,
Protect Server License Service, Protect Server Health Service, Protect Server Audit
Service and the Protect Server Active Directory Cache Service) is set to 30 seconds. If the
machine hosting Protect Server is restarted and the services do not start within the 30
second timeout period, it will be necessary to start them manually.
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Appendix B. X-Header Information

This appendix provides information on x-header information Workshare Protect Server
inserts into emails.
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Information Inserted

The following table describes the x-header information Workshare Protect Server inserts

into emails
Xheader @ Synopsis Possible Presence in | Note
values outbound
email
X-WSps- Indicates this email was Revision Yes
cleaned cleaned by Protect number of
Server. Protect
Injected into every email | Server, for
processed by Protect example:
Server. X-WSpSs-
cleaned:
3.6.0.155
X-WSps- Indicates this email was | Version Yes
routedby | rerouted through the number of
Workshare Protect Exchange,
Routing Agent. for example:
Injected into every email | x-wsps-
routed by the Protect routedby:
Routing Agent. Exchange
Is also used by Protect 8.38.
Server to determine if a
clean report should be
generated in scenarios
where TNEF formatted
emails are being sent by
Microsoft Exchange.
X-WSps- Indicates this email is a Revision No (clean
cleanrep | clean report generated by | number of reports are
ort Protect Server after Protect only sent to
cleaning an email. Server, for the original
Injected into every clean | €xample: sender)
report email. X-WSps-
cleaned:
3.6.0.155
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Xheader @ Synopsis Possible Presence in | Note
values outbound
email
X-Wsps- | Indicates this email was Revision No (bounced
Bounce bounced back for number of emails are
violating any of the Protect returned to
Bounce rules setup on Server, for sender)
Protect Server. example:
X-WSps-
cleaned:
3.6.0.155
X- Indicates this email was MD5 hash of | Yes If email is
Worksha | processed by the subject and routed through
reProtect | Workshare Protect sender Protect Server
-DSP Server client. address then this
header is
removed by
Protect Server.
X-ms- Used to mark an email as | Version Yes Only available
exchang | exempt from journaling to | number of with the Protect
e- avoid duplicates. Exchange, Routing Agent
organizat Injected into clean report for example: 2.2 and above.
Ion- emails if option X-WSps-
processeé | AvoidCleanReportJournal | routedby:
d-by- | sis set to true. Exchange
journalin Injected into bifurcated 8.38.
9 emails if option
AvoidBifurcatedJournals
is set to true.
Injected into bifurcated
emails if option
AvoidDuplicateJournals
is set to true.
X-WSps- Indicates this email is a No (clean
InternalC | clean receipt generated receipts are
leanRece | by Protect Server sent to only sent to
ipt an internal user. internal users)
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Appendix C. Advanced Configuration
for Workshare Protect Server Email
Security
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Introduction

The default installation of Workshare Protect Server is secure; consult this appendix to
ensure that subsequent changes to the default configuration do not compromise security.

It is assumed in this appendix that Protect Server is being deployed in a corporate
environment with correctly configured security and firewalls; only computers within the
firewall would be able to access Protect Server. An internal user could make use of an
incorrectly configured instance of Protect Server as a spam relay or allow a denial of
service attack that may interrupt email delivery.

Default Installation

The default installation of Workshare Protect Server will create an SMTP relay that may
only be accessed by a single computer.

=T
Email delivery settings Workshare

SMTP and email delivery settings PROTECT SERVER

Hostname of the comporate email server:

comoratemailserver. acme us

Smart host, empty if this instance is to do final delivery

Email address to send notifications from

Workshare

E
i

<Back || MNex
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The IP address/computer name entered in the Hostname of the corporate email server
field during installation is added to the granted list in the Microsoft SMTP service as the
only computer able to relay.

x
Select which computer may relay through this virual server:
& Only the list below
" Al except the list below
Computers:
Access | IP Address (Mask) / Domain Name

Py Granted | 10.10.0.88

Add. | Remove |

W Mllow all computers which successfully authenticate to relay, regandless
of the list abowve.

ok | Canced | Hep

Attempts to access the SMTP relay from other machines will result in a failure “Could not
open a connection to the host, on port 25: Connect failed”.

Note: 127.0.0.1 must be added to this list if Protect Portal is installed
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Other computers can be added to this list to cater for environments with multiple mail
servers.

x
Select which computer may relay through this vitual server:
£ Only the list below
™ Al except the list below

Computers:
Access | IP Address (Mask) / Domain Name
10.10.0.88
& Granted 10.10.0.89
Add. | Remove |

W Alow all computers which successfully authenticate to relay, regandless
of the list above.

OK I Cancel Help
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Workshare Protect Server SMTP
Authentication

The Microsoft Virtual SMTP service also provides authentication methods to verify
connections to Workshare Protect Server. The configuration set on Protect Server must be
supported by the email server.

Anonymous access

By default Protect Server is installed with Anonymous access — no user name or
password is required to access the SMTP service.

Authentication i x|

Select acceptable authentication methods for this resouce.
¥ Anonymous access

Mo user name or password required.
[~ Basic authentication

The password will be sent over the networl in clear tesd using standard
commands,

™| Bequires TLS encryption
Default domain:

[T Integrated Windows Authentication

The client and server negatiate the Windows Securty Support Provider
Interface.

oK Cancel

All email servers support this configuration. With this configuration selected, security of
Protect Server is provided only by the access control list for the SMTP relay.
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Basic authentication

Basic authentication may be selected to help secure the SMTP server.

Authentication 1 x|

Select acceptable authentication methaods for this resouce.
™ Pnonymous acces =

Mo user name or password required.
¥ Basic authertication

The password will be sent over the netwonk in clear text using standard
commands.

[ Requires TLS encryption
Default domain:

[T Integrated Windows Authentication

The client and server negotiate the Windows Securty Support Provider
Interface.

oK I Cancel Help

In this configuration a user name and password is transmitted, encoded in base 64, to the
SMTP server before an email is submitted. This authentication method is vulnerable to
“packet sniffing” attacks — the user name and password are not encrypted. If the Allow all
computers which successfully authenticate to relay, regardless of the list above
option is selected in the Relay Restrictions dialog (page 116), then the security of Protect
Server could be compromised and the machine could be used as a spam relay or subject
to a denial of service attack. Basic authentication is supported by Microsoft Exchange
2010/2013/2016.

Workshare Protect Server configuration

To enable basic authentication, in the Authentication dialog (page 118) deselect the
Anonymous access checkbox and select the Basic authentication checkbox.
Optionally, enter a domain name in the Default domain field — members of this domain
will be able to authenticate to the SMTP service and send email. If no domain is specified
then the default domain is the computer name.
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Microsoft Exchange 2010 configuration

To configure the email server to provide authentication to the SMTP server make the
following changes:

View the properties of the send connector configured to route email to Protect Server and
select the Network tab. Select [Change...] to display the Configure Smart Host
Authentication Settings dialog.

Configure Smart Host Authentication Settings _ x|

i~ MNone
[T Basic Authentication over TLS

|ser name:

IIJSEFI"IEI'I'IE-‘

Password:

I.'..i".
Mote: all smart hosts must accept the same user name and password.

™ Exchange Server Authentication
™ Bdemally Secured for example, with IPsec).

oK Cancel
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Basic authentication with transport layer security

The use of TLS encrypts the credentials and message as it is relayed from the corporate
email server to Protect Server.

Workshare Protect Server configuration

To encrypt the user name and password select the Requires TLS encryption checkbox in
the Authentication dialog.

Authentication ) x|

Select acceptable authentication methods for this resouce.

[T Anomymous access
Mo user name or password reguired.

¥ Basic authentication
The password will be sent over the network in clear text using standard
commands.

¥ Requires TLS encryption
Default domain:

¥ Integrated Windows Authentication

The client and server negotiate the Windows Security Support Provider
Interface.

| OK I Cancel Help

This configuration will require a X.509 certificate for Protect Server from a 3 party
certificate vendor. A self-signed certificate may be created for testing purposes using the
selfssl.exe v 1.0 tool which is available in the IIS 6.0 resource kit
(https://support.microsoft.com/kb/840671#11).
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Microsoft Exchange configuration
To configure the email server to provide authentication to the SMTP server make the
following changes.

Configure the send connector on Exchange Server for Basic Authentication and specify
the user name and password.

Configure Smart Host Authentication Settings B ) ﬂ

" None

¥ Basic Authentication
V' Basic Authertication aver TLS
Lszer name:

IIJSE!TIEITIE

Password:

Mote: all smart hosts must accept the same user name and password.

" Bachange Server Authertication
™ BEdemally Secured for example, with |P=ec).

oK I Cancel

Select the Basic Authentication over TLS checkbox.
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Integrated Windows Authentication

Microsoft SMTP Service supports Integrated Windows Authentication to control access to
Protect Server. NTLM/Kerberos is used to authenticate computers sending mail to Protect
Server. Please note that both computers must be in the same domain.

Workshare Protect Server Configuration

To enable Integrated Windows Authentication, in the Authentication dialog (page 118)
deselect the Anonymous access checkbox and select the Integrated Windows
Authentication checkbox.

Authentication ] x|

Select acceptable authentication methods for this resouce.
[T Anorymous access

Mo user name or password reguired.

[ Basic authertication

The password will be sent over the network in clear test using standard
commands,

[T | Beguires TLS encription
Default domain:

V¥ Integrated Windows Authertication

The client and server negatiate the Windows Securty Support Provider
Interface.

oK I Cancel Help
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Appendix D. Pre-Deployment Checklist

This appendix provides a pre-deployment checklist that you can complete, print out and
reference during the installation.

Pre-Deployment Checklist

Mail Server

Exchange version Specify version

Service Pack or Hotfix applied List all SP or hotfixes

Exchange Addins List all addins installed on Exchange

Third party mail services

Exchange Server #1 IP address

Exchange Server #2 IP address

<add as necessary> IP address

Client

Outlook Client Specify versions used
Service Pack or hotfix applied List all SP installed or hotfixes applied
Gateways

SMTP Gateway #1 IP address

SMTP Gateway #2 IP address

<add as necessary> IP address
Blackberry Enterprise Server Yes/No

MSsSQL

MSSQL Version Specify version
Service Pack or Hotfix applied List all SP or hotfixes
Full-Text Search installed Yes/No

Remote/Local install Remote/local

MSSQL Server Name hostname

MSSQL Instance optional
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Catalog Name default: ProtectServerData
DB User Name Use trusted connection
Group Name <localmachine\Group hame>

& Workshare Ltd.
© 2018. Workshare Ltd. All rights reserved.

Copyright
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